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Intelligent Resilience Testing for Decision-Making
Agents With Dual-Mode Surrogate Adaptation

Jingxuan Yang , Weichao Xu , Yuchen Shi , Yi Zhang , Senior Member, IEEE, Shuo Feng , Member, IEEE,
and Huaxin Pei

Abstract—Testing and evaluating decision-making agents
remain challenging due to unknown system architectures, limited
access to internal states, and the vastness of high-dimensional sce-
nario spaces. Existing testing approaches often rely on surrogate
models of decision-making agents to generate large-scale scenario
libraries. However, discrepancies between surrogate models and
real decision-making agents significantly limit their generaliz-
ability and practical applicability. To address this challenge, this
paper proposes intelligent resilience testing (IRTest), a unified
online adaptive testing framework designed to rapidly adjust to
diverse decision-making agents. IRTest initializes with an offline-
trained surrogate prediction model and progressively reduces the
surrogate-to-real gap during testing through two complementary
adaptation mechanisms: (i) online neural fine-tuning in data-
rich regimes, and (ii) lightweight importance-sampling-based
weighting correction in data-limited regimes. A surrogate-guided
adaptive sampling strategy is developed to guide scenario gen-
eration and balance exploration and exploitation in complex
testing spaces. Extensive experiments across varying levels of task
complexity and system heterogeneity demonstrate that IRTest
consistently improves failure-discovery efficiency, testing robust-
ness, and cross-system generalizability. These results highlight the
potential of IRTest as a practical solution for scalable, adaptive,
and resilient testing of decision-making agents.

Note to Practitioners—This work considers the critical
problem of efficiently testing and validating complex decision-
making agents under unknown system architectures and
high-dimensional scenario spaces. Efficient testing of decision-
making agents is essential for improving system reliability
and ensuring safety in real-world deployments, especially in
safety-critical applications. Traditional intelligent testing methods
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mainly rely on offline-trained surrogate models to generate
testing scenarios, which often suffer from poor generalization
when applied to real agents with different structures or behav-
iors. In this work, an intelligent resilience testing framework
is proposed that enables online adaptive testing by progres-
sively correcting the surrogate-to-real gap through real-time
testing feedback. This work shows that the proposed frame-
work can achieve higher failure-discovery efficiency, stronger
testing robustness, and better cross-system generalizability than
conventional surrogate-based testing methods. As a practical
consequence of this research, the proposed IRTest framework
can effectively adapt surrogate models under both data-rich and
data-limited testing conditions, enabling scalable and reliable
testing with limited real-world interactions. This approach can
also be applied to a wide range of AI-enabled systems, including
autonomous driving, robotics, intelligent transportation systems,
and other safety-critical decision-making applications

Index Terms—Intelligent resilience testing, decision-making
agents, surrogate model, adaptive adversarial testing.

I. INTRODUCTION

TESTING and evaluating decision-making agents remain
challenging in both development and deployment phases

[1]. The internal architectures of many decision-making agents
are unknown, their real-time operational states may be difficult
to access, and their testing scenario spaces are often high-
dimensional and complex [2], [3], [4]. A widely adopted
approach is to evaluate these agents in naturalistic testing envi-
ronments (NTEs) and statistically analyze their performance
over large-scale tests [5]. However, NTE-based testing often
suffers from low efficiency, high cost, and insufficient coverage
of critical failure-prone scenarios, particularly in safety-critical
applications [6], [7].

With the rapid advancement of machine learning, intelligent
testing technology, grounded in the concept of “AI for AI”,
has demonstrated the ability to identify capability boundaries
of decision-making agents and significantly reduce testing
costs [8], [9], [10], [11]. Many existing approaches rely
on surrogate models of decision-making agents to generate
large-scale testing scenario libraries [12], [13], [14]. These
knowledge-based or AI-based surrogate models provide an
effective means of accelerating testing in high-dimensional
spaces while reducing reliance on real-world testing
resources.

However, the effectiveness of surrogate-based testing
strongly depends on the consistency between the surrogate
model and the decision-making agent under test [15]. Scenario
libraries generated offline may perform poorly when the target
agent differs from the surrogate in architecture, algorithm,
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Fig. 1. The workflow of IRTest.

or behavioral characteristics [16]. This surrogate-to-real gap
can substantially degrade testing performance and limits the
generalizability of existing intelligent testing methods. There-
fore, an effective testing method should retain the efficiency
offered by surrogate models while adapting to previously
unseen decision-making agents.

Recent studies have explored adaptive and learning-based
testing techniques using reinforcement learning, adversar-
ial optimization, and generative modeling, as reviewed in
Section II. Nevertheless, important limitations remain. Many
methods require large amounts of training data or specialized
surrogate models, while others lack an efficient mechanism for
correcting surrogate-to-real discrepancies in high-dimensional
testing spaces. These limitations motivate a central question
in this work: how to leverage surrogate models for efficient
testing while dynamically correcting their prediction gaps
during testing, ensuring both reliability and adaptability?

To address this problem, we introduce intelligent resilience
testing (IRTest), an online adaptive testing framework that
progressively adapts to different decision-making agents using
real-time testing feedback. IRTest starts from a surrogate
prediction model (SPM) trained offline and continuously opti-
mizes the SPM during testing. It supports two complementary
adaptation modes according to the available testing resources.
In data-rich regimes, the SPM is directly fine-tuned using
newly collected testing data. In data-limited regimes, multiple
SPMs are combined and their weights are adaptively corrected
through importance sampling. A surrogate-guided adaptive
sampling strategy further uses the optimized SPM to select
testing scenarios, balancing the exploration of new failure-
prone regions with the exploitation of identified high-risk
regions. The overall framework is illustrated in Fig. 1.

The main contributions of this study are summarized as
follows:
• Intelligent Resilience Testing Framework. We intro-

duce the concept of IRTest, a unified online adap-
tive testing paradigm that systematically reduces the
surrogate-to-real gap and enhances testing robustness
across diverse decision-making agents.

• Dual-Mode Surrogate Adaptation Strategies. We
develop two complementary adaptation mechanisms:
(i) an online fine-tuning scheme for data-rich regimes
using neural surrogate approximation; and (ii) an
importance-sampling-based weighting correction

approach for data-limited regimes, ensuring rapid
and efficient adaptation.

• Surrogate-Guided Adaptive Sampling Strategy. We
design a surrogate-guided adaptive sampling strategy that
incorporates updated SPM predictions and the natural-
istic distribution, enabling IRTest to efficiently explore
and exploit high-risk regions of high-dimensional testing
spaces.

• Comprehensive Evaluation Across Testing Regimes.
We conduct extensive experiments demonstrating that
IRTest consistently improves failure discovery efficiency,
testing stability, and cross-system generalizability.

The rest of the paper is organized as follows. Section II
reviews related literature and outlines key challenges in intel-
ligent resilience testing. Section III formulates the problem and
presents the proposed methodology. Section IV demonstrates
the performance of the proposed framework across various
testing conditions. Finally, Section V concludes the paper and
discusses future research directions.

II. RELATED WORK

In this section, we review related work from three per-
spectives: knowledge-based testing methods, AI-based testing
methods, and adaptive testing methods.

A. Knowledge-Based Testing Methods

Existing testing methods for decision-making agents often
leverage domain knowledge or datasets to design specific
scenario generation rules or frameworks. A significant body
of research focuses on establishing systematic architectures
for testing scenario generation based on prior knowledge. For
instance, [17], [18], [19] employ ontologies to structurally
represent scenarios, facilitating scenario generation through
combinatorial techniques. While these methods offer simplic-
ity and interpretability, they do not account for the dynamic
interactions between intelligent agents within the environment.

Another category of approaches models the distributions of
scenario parameters by analyzing existing datasets, enabling
parameter sampling from these distributions [20], [21], [22].
A commonly used technique in this context is Monte Carlo
sampling, which selects parameter values without considering
the actual characteristics of the system under test, thereby
losing environment-specific contextualization.

Although knowledge-based testing methods perform well
in automating testing scenario generation, they are inher-
ently limited when applied to decision-making agents. Due
to the high-dimensional nature of the testing space and
the “closed-box” characteristics of decision-making agents,
knowledge-based methods often result in low testing efficiency
and high resource costs, making it challenging to conduct
comprehensive testing within limited resources.

B. AI-Based Testing Methods

With the rapid advancement of artificial intelligence,
AI-driven testing scenario generation has demonstrated sig-
nificant advantages, particularly in accelerating the testing
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process and reducing costs [23], [24], [25], [26], [27]. The
main concept of AI-based testing is to learn to predict the
criticality of testing scenarios, thereby efficiently generating
critical testing scenarios while avoiding redundant testing [28],
[29], [30], [31]. These methods are generally designed to
achieve two primary testing objectives.

The first objective is to efficiently generate adversarial
testing scenarios to expose capability deficiencies in the target
system. Techniques such as gradient optimization, domain
randomization, and generative models are employed to create
adversarial image and point cloud data, aiding in the identi-
fication of weaknesses in system perception [32], [33], [34].
Additionally, several studies [35], [36], [37], [38] formulate
adversarial scenario generation as an optimization problem and
leverage techniques such as deep reinforcement learning to
evaluate the decision-making capabilities of decision-making
agents.

Beyond adversarial testing, numerous methods have been
proposed to accelerate the assessment of critical performance
indicators, providing theoretical support for the practical
deployment of decision-making agents [39], [40], [41], [42],
[43]. Approaches based on deep reinforcement learning and
sparse adversarial sampling enable the efficient generation
of critical testing scenarios in high-dimensional spaces while
statistically ensuring the unbiasedness of test results.

Compared to knowledge-based methods, AI-based testing
offers significant advantages in improving testing efficiency
and reducing costs. However, these methods heavily depend on
the scale and quality of training data, limiting their adaptability
to new decision-making agents.

C. Adaptive Testing Methods

To leverage testing information from other decision-making
agents, increasing attention has been given to the generation
of test scenarios using surrogate models. However, due to
discrepancies between surrogate models and the actual systems
under test, scenario libraries generated in this manner often
lack generalizability, limiting their applicability to decision-
making agents with different mechanisms and performance
characteristics.

In this context, developing adaptive testing methods is cru-
cial to enable the online optimization and adaptation of testing
scenario libraries based on the specific characteristics of the
system under test. Existing adaptive search algorithms—such
as those based on Gaussian process regression [44], reinforce-
ment learning [45], unsupervised clustering [46], [47], and
gradient boosting trees [48], [49]—can generate challenging
and diverse test scenarios online for certain decision-making
agents without relying on surrogate models [50]. However,
these methods are largely restricted to simple scenarios and
struggle with inefficiencies in high-dimensional parameter
spaces, making them insufficient for testing decision-making
agents in complex applications. While some approaches [51],
[52], [53], [54] have been designed to handle high-dimensional
scenarios, their applicability remains largely confined to con-
nected and automated vehicle systems.

In high-dimensional testing spaces, employing surrogate
models to predict the criticality of testing scenarios becomes

an essential strategy for intelligent testing. However, the
inherent discrepancy between surrogate models and real-world
systems remains a fundamental challenge, leading to poor
generalizability in intelligent testing techniques. To address
this, this paper introduces the concept of intelligent resilience
testing, which aims to adaptively refine the surrogate-guided
sampling distribution, thereby enabling efficient and compre-
hensive testing of the system under test.

III. INTELLIGENT RESILIENCE TESTING

In this section, we develop IRTest, an online adaptive testing
framework that incrementally optimizes the SPMs with the
goal of effective and efficient testing for decision-making
agents. IRTest trains neural models as SPMs and continuously
adapts them during testing, as illustrated in Fig. 2. Specifi-
cally, the problem formulation is presented in Section III-A.
Section III-B introduces the offline pre-training of the SPM
on the surrogate decision-making agent. The adaptive testing
procedures for data-rich regimes are detailed in Section III-C,
including the surrogate-guided adaptive sampling strategy for
selecting the next testing state and the online fine-tuning of
the SPM. Finally, Section III-D addresses the challenges of
data-limited regimes by presenting a combination-coefficient
regression method enhanced with importance sampling. For
clarity, the major notations used in the IRTest framework are
summarized in Table I.

A. Problem Formulation

Let f ∗(s) := Pp(F|S = s) ∈ [0, 1], ∀s ∈ S denote the
probability of failure of the agents given the initial m states
s, where F denotes the failure event, S is the state space. We
can use a surrogate prediction model f to predict f ∗. Define
the surrogate-to-real gap as

g( f ∗|| f )(s) := f ∗(s) − f (s), ∀s ∈ S. (1)

The goal of IRTest is to reduce the magnitude of the surrogate-
to-real gap g( f ∗|| f ) and increase testing efficiency. To achieve
this goal, we use testing results to optimize f online.

B. Offline Pre-Training

In IRTest, we employ an SPM f , which maps the testing
state space S to failure probabilities in the range [0,1], to
predict the ground truth f ∗. The SPM is derived from a
surrogate agent model (SAM) operating in the same appli-
cation environment as the decision-making agent under test.
The discrepancy between the SAM and the target agent is
characterized in terms of their induced failure regions. Let
FSAM and Ftarget denote the sets of failure states corresponding
to the SAM and the target agent, respectively. We assume
that Pp(FSAM ∩ Ftarget) > 0, i.e., the two models share a
non-negligible overlap in failure regions. This overlap enables
the SAM to provide informative guidance for identifying
failure-prone states of the target system. In general, a larger
overlap between FSAM and Ftarget leads to better performance
of the proposed framework. Due to the complexity of the
environment and the closed-box nature of decision-making
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Fig. 2. Illustration of the IRTest framework.

TABLE I
SUMMARY OF NOTATION

agents, we propose using a neural network (NN), such as a
multilayer perceptron (MLP), as the SPM in IRTest.

The task of predicting f ∗ is modeled as a binary clas-
sification problem, where the two categories correspond to
whether the agent under test fails in a given state. Using
historical testing data from the SAM, we construct an offline
training dataset by labeling each input state s with a binary
label Y , where Y = 1 indicates failure and Y = 0 indicates
success in scenarios initialized at state s. By training the
NN on this dataset, the network outputs a confidence score
(failure probability) for each input s, which is interpreted as the

SPM, i.e.,

f (s) = NN(s) ∈ [0, 1]. (2)

Training the SPM f is highly challenging due to the curse
of rarity (CoR) [6], i.e., the positive samples (failure cases)
are so infrequent that an exceedingly large number of samples
is required to obtain sufficient information about these rare
events. Furthermore, training f on a highly imbalanced dataset
makes it difficult to achieve both high precision and high
recall, especially when the imbalance ratio is large (e.g.,
greater than 106). To mitigate the challenges posed by CoR,
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techniques such as class rebalancing can be applied, in which
positive and negative samples are selected with a 1:1 ratio
within each batch.

The pre-trained SPM is then used to test the target decision-
making agent and is further optimized online during testing to
reduce the surrogate-to-real gap and improve testing efficiency,
as detailed in Subsections III-C and III-D.

C. Online Optimization in Data-Rich Regimes

The failure probability predicted by the pre-trained SPM
will be used to select testing states for evaluating the decision-
making agent under test. Additionally, actual testing data from
the target system will be leveraged to refine the SPM. In data-
rich regimes, a large number of tests can be conducted on the
target system to gather sufficient testing data. In this case, the
workflow of IRTest will involve sampling testing states using
a surrogate-guided adaptive sampling strategy and performing
online fine-tuning based on the testing data, as shown in Fig. 2.

1) Surrogate-Guided Adaptive Sampling: IRTest primarily
focuses on states where f (s) exceeds a given threshold, as
these testing cases have a higher probability of triggering
failures in the tested system, thereby increasing the proportion
of critical testing scenarios among all sampled scenarios. We
design a surrogate-guided adaptive sampling distribution to
select testing states based on prediction results. Specifically,
denote Sc := {s ∈ S : f (s) > fth}, where fth ∈ (0, 1) is a
threshold. The surrogate-guided adaptive sampling distribution
is then given by

q(s) = εp(s) + (1 − ε)
ISc (s)p(s)
Ep[ISc (S)]

, ∀s ∈ S, (3)

where ε ∈ (0, 1) is a parameter that balances exploration and
exploitation, and p denotes the naturalistic distribution. To
sample a testing state from q, we first sample a testing state
s from p. Then, with probability ε, we use s directly as the
testing state. Otherwise, we continue sampling states s′ from
p until s′ ∈ Sc, at which point s′ becomes the selected testing
state.

This sampling process, governed by the distribution q and
informed by predicted criticality, enables targeted exploration
of the testing space, increasing the likelihood of triggering
failure events. Furthermore, the introduction of the random
sampling probability ε ensures that exploration is not overly
constrained by focusing exclusively on Sc. It is worth noting
that this sampling distribution q ensures that all states with
non-zero probability under the natural distribution p remain
reachable, as it always samples testing states from p with
probability ε > 0. Specifically, we define the support-level
reachability of q(s) with respect to p(s) as

Rp(q) = Pp
�
{s ∈ S : q(s) > 0}

�
, (4)

i.e., the probability (under p) of states that can be sampled
with non-zero probability under q. It is straightforward that
Rp(p) = 1.

Lemma 1 (Support-Level Reachability): Let the sampling
distribution be defined as

q(s) = εp(s) + (1 − ε)
ISc (s)p(s)
Ep[ISc (S)]

, ∀s ∈ S, (5)

Fig. 3. Illustration of the PredatorPrey, CoopNavi, and BipedalWalker
environments.

where ε ∈ (0, 1). Then, the support-level reachability of q
satisfies Rp(q) = 1.

Proof: Since ε > 0, we have q(s) ≥ εp(s) for all s.
Therefore, for any s such that p(s) > 0, it holds that q(s) > 0.
This implies

{s ∈ S : p(s) > 0} ⊆ {s ∈ S : q(s) > 0}. (6)

Hence,
Rp(q) = Pp({s ∈ S : q(s) > 0}) = 1. (7)

�
Remark 1: The above result provides a support-level guar-

antee, indicating that all states with non-zero probability under
p(s) remain reachable under q(s). However, this does not imply
that all such states will be observed under a finite sampling
budget, especially in high-dimensional settings. In practice,
the effectiveness of support-level reachability depends on the
number of samples and the underlying distribution.

2) Fine-Tuning of SPM: To identify the failure cases of
agents with high efficiency and high coverage, we propose
generating testing states with q. The performance of the target
system is then evaluated in scenarios initiated from these
testing states. To enhance the precision and recall of the
SPM for the decision-making agent under test, the SPM is
fine-tuned by training on the set of visited states D. Each
testing state si sampled with q, along with the binary label
Yi determined by the actual performance of the agents under
test, is stored as a state-label pair to form D. We train the
SPM on D using a procedure similar to the offline pre-training
process. However, this fine-tuning is challenging due to the
risk of catastrophic forgetting, where after being trained on
D, the SPM f may forget the patterns learned before, leading
to significant prediction errors. Existing methods designed to
address catastrophic forgetting can be broadly categorized into
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Fig. 4. IRTest-R results: precision when recall is 0.5, average precision, precision and recall across the three environments, where ε = 0.2 and classification
threshold fth = 0.5. The shaded regions indicate one standard deviation above and below the mean across repeated runs.

three types: replay methods, regularization-based methods, and
parameter-isolation methods [55].

In this paper, we adopt a simple yet effective approach
to mitigate catastrophic forgetting. Specifically, we use a
fixed number of training epochs to fine-tune the SPM at
a fixed frequency. This design is motivated by the non-
stationary nature of the testing data distribution. Specifically,
as the testing process evolves, the collected data increasingly
deviates from the natural distribution of the environment,
making it difficult to construct a representative validation
set for reliable convergence assessment. Therefore, instead of
relying on validation-based early stopping, we adopt a fixed-
epoch training strategy as a practical alternative to mitigate
overfitting. The number of epochs is treated as a tunable
hyperparameter. The fixed number of epochs does not require
the SPM to fully converge at each update. Instead, it limits
the magnitude of model adaptation to newly collected data at
each testing stage. This helps prevent excessive fitting to recent
failure patterns, while repeated fine-tuning over successive
testing iterations allows the SPM to progressively incorporate
new information. Therefore, the overall adaptation is achieved
through a sequence of controlled incremental updates rather
than complete convergence at each individual stage. Empirical
results in Figs. 4 and 5 demonstrate that, under the adopted
hyperparameter setting, repeated fixed-epoch fine-tuning pro-
gressively improves the SPM performance without observable
performance degradation caused by overfitting.

The overall procedures of IRTest in data-rich regimes are
summarized in Algorithm 1. During the testing process, each
testing state is sampled from the distribution q, using the
information of the surrogate model to enhance testing effi-
ciency. The testing results are added to the set of visited
states D. Once a predefined number of tests Tf have been
conducted, the testing is paused and the SPM is trained on D
for a fixed number of epochs Te to fine-tune it online. After
online optimization, Sc is updated with the new f , and testing
continues with new states generated from q. This process is
repeated until the termination conditions defined by the tester
are met.

D. Online Optimization in Data-Limited Regimes

Due to the large number of parameters in neural networks,
a substantial amount of data is required to achieve optimal
results when fine-tuning the SPM directly on the training data.
However, in practice, testing the target system often encounters
the challenge of limited testing resources, primarily due to
high testing cost, which necessitates using a small number of
tests to achieve effective results. To address this challenge, an
alternative weighting correction approach based on importance
sampling is proposed for data-limited regimes, as illustrated
in Fig. 2. The weighting correction method shares the same
surrogate-guided adaptive sampling distribution as described
in Section III-C and follows similar testing and optimization
procedures. The key distinction between online optimization
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Fig. 5. IRTest-L results: AP and combination coefficients across the three environments, where ε = 0.05 and classification threshold fth = 0.5. The shaded
regions indicate one standard deviation above and below the mean across repeated runs.

methods in different regimes lies in the acquisition and opti-
mization of SPMs.

1) Combination Coefficient Optimization: To reduce the
testing data required by the IRTest process, we use a mixture
of SPMs as the predictor f . Specifically, the mixture of SPMs
is given by

fα(s) :=
JX

j=1

α j f j(s), ∀s ∈ S, (8)

where α = [α1, . . ., αJ]> ∈ RJ is the vector of combination
coefficients, and f j denotes the j-th SPM obtained from
different SAMs. Thus, the prediction function f in data-
limited regimes can be viewed as the mixture of SPMs, i.e.,
f (s) = fα(s). In this case, the online optimization problem
reduces to the task of optimizing the combination coefficients
α of the SPMs.

Let D represent the set of visited states. Each SPM is
updated with newly acquired data D to obtain updated models.
These updated SPMs are then combined using the previously
determined weights to optimize the combination coefficients.
The corresponding optimization problem is formulated as

min
α

Jα :=
1
2

X
s∈D

24 JX
j=1

α(t−1)
j f̂ (t)

j (s) − fα(s)

352

s.t. 1>α = 1, α > 0, (9)

where α(t)
j are the combination coefficients at iteration t, f̂ (t)

j
are the updated SPMs at iteration t, and t ∈ N>1 is the update
index. Note that this optimization problem is a quadratic
programming (QP) problem whose optimal solutions can be
found efficiently. By using combination coefficients regression,
the number of parameters to be optimized is reduced to J,
thereby lowering the data requirements. The key to solving
these problems lies in training f̂ (t)

j with newly acquired data
to obtain the optimal combination coefficients.

2) Importance Sampling: Due to the discrepancy between
the naturalistic distribution p and the sampling distribution
q, the training data of the SPMs and the fine-tuning data
D are not drawn from the same distribution. This mismatch
introduces learning bias, as the models are trained on datasets
with different sampling probabilities, potentially leading to
suboptimal combination coefficients. To reduce the learning
bias, we propose modifying the loss function by incorporating
the importance sampling method [56]. Specifically, the original
loss function is given by

Lp({Si,Yi}) =
1
n

nX
i=1

L( f (Si),Yi), Si ∼ p, (10)

where Yi are the binary labels indicating whether the agent
fails (Yi = 1) or succeeds (Yi = 0) in scenarios starting from
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Algorithm 1 Intelligent Resilience Testing for Data-Rich
Regimes

state Si. Suppose that we use another sampling probability
distribution q, the loss becomes

L′q({Si,Yi}) =
1
n

nX
i=1

L( f (Si),Yi), Si ∼ q. (11)

By applying importance sampling, the adjusted loss function
is

Lq({Si,Yi}) =
1
n

nX
i=1

L( f (Si),Yi)p(Si)
q(Si)

, Si ∼ q. (12)

According to importance sampling theory [56], the impor-
tance sampling estimate is unbiased, i.e., Ep[Lp({Si,Yi})] =

Eq[Lq({Si,Yi})]. Let W := p/q be the importance weight,
which can be computed as

W(s) =
p(s)
q(s)

=
p(s)

εp(s) + (1 − ε) ISc (s)p(s)
Ep[ISc (S)]

=
1

ε + (1 − ε) ISc (s)
Ep[ISc (S)]

=

8̂̂<̂
:̂

1
ε + 1−ε

Ep[ISc (S)]

, s ∈ Sc,

1
ε
, s ∈ S−c,

(13)

where S−c = S \ Sc. To provide theoretical insight into the
stability of the importance sampling weights, we present the
following result.

Lemma 2 (Bounded Importance Weights): Let the sampling
distribution q be defined as

q(s) = εp(s) + (1 − ε)
ISc (s)p(s)
Ep[ISc (S)]

, ∀s ∈ S, (14)

where ε ∈ (0, 1). Then, for any s satisfying p(s) > 0,

W(s) =
p(s)
q(s)
6

1
ε
. (15)

Consequently, the variance of the importance weight is
bounded by

Varq[W(S)] 6
1
ε
− 1. (16)

Proof: Since the first component of q(s) is εp(s) and the
second component is nonnegative, we have

q(s) > εp(s) (17)

for all s ∈ S. Therefore, for any s such that p(s) > 0,

W(s) =
p(s)
q(s)
6

1
ε
. (18)

Moreover, by the standard importance sampling identity,
Eq[W(s)] = 1. Since 0 6 W(s) 6 1/ε, we have

W2(s) 6
1
ε

W(s). (19)

Taking expectation under q gives

Eq[W2(S)] 6
1
ε
Eq[W(S)] =

1
ε
. (20)

Hence,

Varq[W(S)] = Eq[W2(S)] − E2
q[W(S)] 6

1
ε
− 1. (21)

�
Remark 2: Lemma 2 shows that the random-sampling com-

ponent in the proposed surrogate-guided adaptive sampling
distribution serves two purposes. In addition to maintaining
support-level reachability, it acts as a defensive sampling com-
ponent that prevents the proposal distribution from becoming
too small relative to the naturalistic distribution. In particular,
even if q(s) is small in an absolute sense for a rare state, it
always satisfies q(s) > εp(s), and hence the corresponding
importance weight cannot exceed 1/ε. Therefore, the variance
explosion caused by arbitrarily large importance weights is
avoided under the proposed sampling scheme. The parameter
ε controls a trade-off between exploitation and importance-
sampling stability: decreasing ε increases the emphasis on
predicted critical states, while increasing ε results in a tighter
upper bound on the importance weights and their variance.

Furthermore, if we use the class rebalancing technique to
train the SPM, then the original sampling probability distribu-
tion is changed to

p′(s) =

8̂̂<̂
:̂

p(s)
2Ep[IS+

(S)]
, s ∈ S+,

p(s)
2Ep[IS− (S)]

, s ∈ S−,
(22)
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where S+ is the set of positive samples and S− is the set
of negative samples. Similarly, the corresponding sampling
distribution q′ becomes

q′(s) =

8̂̂<̂
:̂

q(s)
2Eq[IS+

(S)]
, s ∈ S+,

q(s)
2Eq[IS− (S)]

, s ∈ S−.
(23)

Therefore, the rebalanced importance weight is

W ′(s) =
p′(s)
q′(s)

=

8̂̂̂̂
ˆ̂̂̂̂̂̂
<̂̂
ˆ̂̂̂̂̂̂
ˆ̂̂̂:

Eq[IS+
(S)]�

ε + 1−ε
Ep[ISc (S)]

�
Ep[IS+

(S)]
, s ∈ Sc ∩ S+,

Eq[IS− (S)]�
ε + 1−ε

Ep[ISc (S)]

�
Ep[IS− (S)]

, s ∈ Sc ∩ S−,

Eq[IS+
(S)]

εEp[IS+
(S)]

, s ∈ S−c ∩ S+,

Eq[IS− (S)]
εEp[IS− (S)]

, s ∈ S−c ∩ S−.

(24)

For s ∈ Sk, where k ∈ {+,−}, the rebalanced importance
weight satisfies

W ′(s) = W(s)
Eq[ISk (S)]
Ep[ISk (S)]

. (25)

Consequently, provided that both classes have positive proba-
bilities under p,

W ′(s) 6
1
ε

max
k∈{+,−}

Eq[ISk (S)]
Ep[ISk (S)]

. (26)

Unlike the bound in Lemma 2, this bound depends on the class
probabilities.

According to the rebalanced importance weight W ′(s),
testing states belonging to different categories are assigned
different importance weights. To compute these weights, three
key values need to be numerically calculated: Ep[IS+

(S)],
Eq[IS+

(S)] and Ep[ISc (S)]. Here, Ep[IS+
(S)] represents the

failure rate when states are sampled according to the natu-
ralistic distribution p, while Eq[IS+

(S)] represents the failure
rate when states are sampled according to the new sampling
distribution q. The latter is related to the naturalistic failure rate
and the precision of the mixture of SPMs f , i.e., Eq[IS+

(S)] =

εEp[IS+
(S)] + (1 − ε)P, where P denotes the precision of the

SPMs. Finally, Ep[ISc (S)] represents the probability that the
prediction of f is positive when sampling states from p.

In practice, accurately estimating the target agent’s natural-
istic failure rate can require a prohibitively large number of
tests, and it is not feasible to directly access the true precision
of the SPM. To address this, we sample testing states from
p(s) and obtain the corresponding evaluation outcomes (e.g.,
failure indicators) via rollouts of the SAMs. These testing
data will be used to estimate quantities such as Ep[IS+

(S)],
Eq[IS+

(S)], and Ep[ISc (S)]. For instance, the probability of
positive samples in the testing data is used as an estimate for
the failure rate of the agent under test in states sampled from
p. It is important to note that training data from the SPMs
should not be used for this purpose, as the performance of

Algorithm 2 Intelligent Resilience Testing for Data-Limited
Regimes

the SPMs on the training data is typically overly optimistic,
which deviates significantly from their performance in real-
world scenarios. The estimation of the natural failure rate
may be biased, especially under limited testing budgets. A
direct estimation based on random testing of the real agents
would require a large number of samples when the failure
rate is low, which is often impractical [15]. To address
this issue, we adopt a surrogate-assisted estimation strategy.
Specifically, we leverage SAMs (e.g., different versions of the
same algorithm or models trained under similar environments)
to approximate the failure behavior. This provides a surrogate-
based approximation of the required probabilities, although its
accuracy depends on the similarity between the SAMs and
the target agent. Based on the combination of multiple SPMs
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TABLE II
THE EXPERIMENTAL DETAILS OF DIFFERENT ENVIRONMENTS

TABLE III
SAMS ACROSS DIFFERENT ENVIRONMENTS

and online optimization with importance sampling, the overall
procedures of IRTest for data-limited regimes are summarized
in Algorithm 2.

IV. RESULTS

A. Experimental Setup

1) Target Environments: We evaluate IRTest in three well-
established environments, as illustrated in Fig. 3.

PredatorPrey: The PredatorPrey environment is a multi-
agent game within the Multi-Agent Particle Environment
(MPE) developed by OpenAI [57]. In this setting, multiple
predators must cooperate to capture prey on a map containing
obstacles. Failure to capture the prey within a predefined time
limit is considered a failure. In our setup, three predators are
controlled by the target algorithm, and we introduce one prey
and two obstacles. This configuration yields a 12-dimensional
initial state, encompassing the positions of all six entities.
To better capture the dynamic interactions between the target
algorithm and the environment, we consider the first five
frames of simulation collectively, concatenating them into a
60-dimensional testing state.

CoopNavi: CoopNavi is another multi-agent environment
within the MPE [57], where multiple agents collaborate to
navigate toward designated landmarks while avoiding colli-
sions. In our setup, the state at each frame is represented by a
12-dimensional vector, capturing the positions of three agents
and three landmarks. Similar to the PredatorPrey environment,
the testing state is constructed as a 60-dimensional vector by
concatenating the states from the first five frames. A failure is
recorded if the agents collide with one another or fail to reach
the landmarks within the maximum allowed frames.

BipedalWalker: In the BipedalWalker environment [58],
a bipedal agent must navigate diverse terrains while avoiding
falls, which are considered failures. In our experiments, a fixed
terrain sequence consisting of pits, stumps, and grass is used,
with the length of each terrain segment treated as a parameter.
This configuration produces a 10-dimensional testing state.

2) Baselines: We consider three representative baselines.
Random Testing: Random testing is the most basic base-

line method. It generates test cases by uniformly sampling
initial states from the environment without any guidance from
surrogate models.

MDPFuzz: MDPFuzz [59] is a fuzzing-based testing frame-
work for Markov Decision Processes (MDPs). It follows an
iterative pipeline consisting of seed selection, mutation, and
corpus update to progressively explore the state space. As
a general-purpose testing method for MDP-based systems, it
provides an effective way to uncover failure-inducing cases.

SeqDivFuzz: SeqDivFuzz [60] extends MDPFuzz with a
diversity-aware filtering mechanism. It trains a neural similar-
ity model on pre-collected trajectory data to estimate sequence
similarity and uses it to filter candidate test cases by comparing
them with non-failure trajectories. Although it shares a similar
motivation with surrogate-model-based testing, it relies only
on data from the current system under test and does not involve
adaptive testing or online model updates.

To reduce the influence of randomness and ensure reliable
comparisons, the experiments involving both the proposed
methods and the baseline methods are independently repeated
with three random seeds.

3) Experiment Design: The high dimensionality and con-
tinuous nature of the testing states make exhaustive testing
impractical. To address this issue, we construct a dataset by
collecting a large number of testing states along with their
corresponding failure labels. The dataset is then divided into
training, validation, and test sets in a 3:1:1 ratio. We utilize
this dataset to train a multi-layer perceptron model with the
architecture MLP(d, 256, 256, 256, 256, 1) for 100 epochs as
the surrogate prediction model, where d equals 60, 60, and 10
for PredatorPrey, CoopNavi, and BipedalWalker, respectively.
The SPMs are trained using cross-entropy loss and the Adam
optimizer. To mitigate the issue of label imbalance, we apply
a class rebalancing technique, ensuring a 1:1 ratio of positive
to negative samples in each batch. The failure labels in the

Authorized licensed use limited to: Tsinghua University. Downloaded on October 16,2026 at 02:05:00 UTC from IEEE Xplore.  Restrictions apply. 



17944 IEEE TRANSACTIONS ON AUTOMATION SCIENCE AND ENGINEERING, VOL. 23, 2026

TABLE IV

SUMMARY OF DATA USAGE IN IRTEST

TABLE V

AVERAGE PRECISION OF DIFFERENT METHODS UNDER A
LIMITED NUMBER OF TESTS

TABLE VI

RUNNING TIME ANALYSIS OF IRTEST IN DIFFERENT
ENVIRONMENTS (UNIT: S)

training dataset for the SPM are obtained using a surrogate
agent model, which is distinct from the agent under test.
Experimental details are presented in Table II.

The performance of adaptive testing methods depends on the
quality of the initial SPMs. When the initial model is signifi-
cantly misaligned with the target system, early-stage sampling
may focus on suboptimal regions. In practice, however, the
initial SPM is typically constructed based on prior knowledge.
For instance, different versions of the same algorithm or mod-
els trained under similar environments often share common
structural properties. In this work, we initialize the SPM using
previous versions of the algorithm under test or different
algorithms trained in the same environment, which is intended
to provide relevant initial guidance for testing the target agent.
This design improves the robustness of the proposed frame-
work during early-stage exploration. Table III summarizes the
construction of the SAMs. In PredatorPrey and CoopNavi,
we use different versions of the agents as SAMs, whereas in
BipedalWalker, SAMs are instantiated using agents controlled
by different reinforcement learning algorithms. Specifically,
for the MPE-based environments, we adopt the open-source
implementation of MADDPG [57] and construct SAMs by
selecting model checkpoints from different stages of the same
training process. For BipedalWalker, we directly utilize pre-
trained policies provided by the Stable-Baselines3 repository
[61], and instantiate SAMs using different reinforcement learn-
ing algorithms, including TQC [62], PPO [63], A2C [64] and

SAC [65]. Based on these SAMs, the corresponding SPMs are
then trained and used in subsequent testing procedures.

Data-rich regimes: In data-rich regimes, the target agent
under test is the same as SAM-2, while the SPM is constructed
using SAM-1. We test the target agents following Algorithm 1.
The maximum fine-tuning epoch is set to Te = 2, the fine-
tuning frequency to Tf = 5000, and testing terminates once
the number of tests reaches a large value (e.g., 150,000). To
objectively assess the effectiveness of IRTest, we pre-collect
a dataset of 200,000 testing samples with real labels obtained
from the tested agent. This dataset is used to evaluate the
performance of the SPM after fine-tuning. It is worth noting
that this dataset is used solely for evaluating the SPMs, which
is generated via random sampling and kept fixed to ensure fair
and consistent comparison across different SPMs. In contrast,
the evaluation of the proposed IRTest framework is conducted
in a fully sequential manner, where samples are generated
online at each iteration based on the current model state.
Therefore, IRTest does not rely on the pre-collected dataset
and remains consistent with its intended online adaptive testing
paradigm.

Data-limited regimes: In this case, we employ a com-
bination of all three SPMs and optimize their combination
coefficients according to Algorithm 2 to test the target agents
under limited testing resources. Among the three SPMs, the
SAMs for the first and third SPMs differ from the tested agent,
while the SAM for the second SPM corresponds to the current
agent. We refer to this configuration as Setting 1 (S1), in
which the SPM-2 is constructed from the same model as the
target agent. As a result, the optimal combination coefficient
is expected to be [0, 1, 0]. To further investigate the effect of
surrogate-model quality, we introduce Setting 2 (S2), where
the SAM used to construct SPM-2 is replaced with a different
model from the target agent. Specifically, for PredatorPrey and
CoopNavi, SAM-2 uses a different checkpoint from the target
model, while for BipedalWalker, SAM-2 is instantiated using
a different reinforcement learning algorithm, i.e., SAC [65].
As in data-rich regimes, we use the same parameters, Te, Tf ,
and termination condition, and evaluate the system under test
using a pre-collected test dataset. It is important to note that,
in data-limited regimes, the primary focus is on the initial
performance of IRTest. Setting the same maximum number of
tests allows us to study the limiting performance of IRTest in
this case.

For clarity, the usage of surrogate and target-agent rollouts
throughout IRTest is summarized in Table IV. Surrogate
rollouts are used for SPM training, checkpoint selection, and
importance-sampling estimation, while target-agent rollouts
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TABLE VII

PERFORMANCE OF IRTEST-R WITH DIFFERENT ε AND fth ACROSS ALL THREE ENVIRONMENTS

are generated online during testing for adaptive SPM fine-
tuning. The pre-collected test dataset for the target agent is
used only for offline evaluation of the SPMs and is not required
by IRTest in practical applications.

B. Testing Results in Data-Rich Regimes

In this section, we evaluate the effectiveness of IRTest
in data-rich regimes (denoted as IRTest-R) by analyzing the
performance of the SPM on the test dataset as the number
of tests increases. The evaluation considers four key aspects:
(a) precision at a recall level of 0.5, (b) average precision
(AP), (c) precision, and (d) recall at the current classification
threshold. Metrics (a) and (b) are used to evaluate the overall
performance of the SPM on the test dataset, while metrics
(c) and (d) correspond to the operating points of the SPM,
capturing its real-time performance during the IRTest process.
Experimental results for a random-sampling probability of
ε = 0.2 and a classification threshold of fth = 0.5 across three
environments are presented in Fig. 4.

As illustrated in Fig. 4(b), the AP of the SPM on the
test dataset exhibits a steady improvement. Specifically, the
AP in PredatorPrey, CoopNavi, and BipedalWalker increased
from 0.0807 to 0.156, 0.119 to 0.592, and 0.182 to 0.267,
corresponding to improvements of 93.3%, 397%, and 46.7%,
respectively. A higher AP signifies enhanced classification
performance, achieving a more favorable trade-off between
the failure rate of testing states and the coverage of the

testing space. These results demonstrate that by adaptively
fine-tuning the SPM during testing, IRTest effectively mitigates
the surrogate-to-real gap.

Selection of Hyper-parameters: The random sampling
probability ε and classification threshold fth are crucial param-
eters for optimizing performance. Results for different values
of ε and fth are provided in Table VII in Appendix. In IRTest,
the random sampling probability is introduced to prevent the
SPM from converging to a restricted region of the testing
space, thereby promoting a more thorough exploration. As
shown in Table VII, the choice of ε significantly affects the
fine-tuning of the SPM. Specifically, in the PredatorPrey envi-
ronment, when fth = 0.5, the AP values for ε = 0, 0.05, 0.2, 0.5
eventually reach 0.127, 0.145, 0.156, and 0.149, respectively.
Meanwhile, the precision at these operating points decreases
from 0.347 to 0.154 as ε increases, while recall exhibits
an increasing trend. The experimental results suggest that
an excessively small ε leads to overreliance on the SPM’s
predictions, restricting coverage to easily classified regions
and thereby failing to adequately explore critical testing states.
Conversely, a large ε diminishes the influence of the SPM,
causing the sampling process to skew toward random sampling
and thus reducing testing efficiency. Regarding the classifica-
tion threshold fth, its impact on IRTest exhibits an inverse
relationship to that of ε. As shown in Table VII, a higher
fth combined with a lower ε leads to increased precision
at the SPM operating point but at the expense of reduced
recall. The optimal parameter configuration across the three
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Fig. 6. Failure rates of IRTest versus baseline methods. The shaded regions indicate one standard deviation above and below the mean across repeated runs.

Fig. 7. Comparison of the failure rates of different methods at the final stage: (a) fth = 0.5 and (b) recall = 0.5. The error bars indicate ± one standard
deviation across repeated runs.

tested environments is ε = 0.2 and fth = 0.5, striking a
balance between exploration and efficiency. Based on this
analysis, we recommend selecting moderate parameter values
for practical applications. While these values generally yield
the best overall performance, adjustments may be necessary
depending on specific objectives. For instance, if the goal is
to identify more critical test cases, slightly decreasing ε or
increasing fth helps increase the proportion of failures among
the generated test cases. However, it is important to note that
excessively high precision settings may exclude a substantial
number of test states where f (s) 6 fth, thereby increasing
the number of candidate states evaluated before a test case is
accepted.

C. Testing Results in Data-Limited Regimes

In scenarios with limited testing resources, IRTest employs
a mixture of SPMs as the predictor f . To evaluate its effec-
tiveness in this setting (denoted as IRTest-L), we analyze
(a) the AP of the mixture of SPMs on the test dataset and
(b-d) the combination coefficients α1, α2, and α3 for the three
SPMs. Fig. 5 illustrates the performance of IRTest-L across the
three target environments. Furthermore, to assess the impact
of importance sampling, comparison experiments with and

without importance sampling (in Setting 1) are conducted,
denoted as “w IS” and “w/o IS”, respectively.

Experimental results show that AP increases across all
three environments as the number of tests grows, partic-
ularly in PredatorPrey and CoopNavi. Initially, AP rises
sharply, reaching a high level quickly before stabilizing near
its maximum value. This suggests that IRTest effectively
reduces the surrogate-to-real gap with relatively few tests.
The results without importance sampling are generally lower
than those with importance sampling, as importance sampling
assigns varying weights based on sampling probability, thereby
addressing issues related to training on datasets with different
sampling distributions.

In Setting 1, the optimized combination coefficients for
IRTest with importance sampling gradually approach the
expected configuration [0, 1, 0], reaching [0, 1, 10−5], [0.011,
0.944, 0.045], and [0.075, 0.925, 10−5], respectively. In Setting
2, where SPM-2 is constructed from a different model, the
optimized coefficients adapt to different combinations across
the three environments rather than converging to [0, 1, 0].
Notably, the AP consistently increases with the number of
tests in both settings, demonstrating that IRTest-L can effec-
tively optimize the combination coefficients and improve the
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Fig. 8. Examples of failure cases discovered by IRTest.

performance of the mixture of SPMs under different surrogate-
model configurations. While the quality of the initial SPMs
may affect the initial and final AP to some extent, IRTest-L
consistently achieves performance improvement through adap-
tive online optimization of SPMs and combination coefficients.

To compare IRTest-L (S1) with IRTest-R, Table V presents
the AP of both methods using a limited number of tests (104).
Under resource constraints, IRTest-L achieves improvements
of 35.6%, 154%, and 7.21% over IRTest-R in the three
environments, respectively. Table V also reports the AP of
three SPMs after offline pre-training, where SPM-2, trained
with data from the target agent, demonstrates the highest AP.
By performing combination coefficient regression across all
three SPMs, IRTest-L rapidly approximates the AP of SPM-
2 with 104 tests and even surpasses it in BipedalWalker by
effectively integrating multiple SPMs. These results highlight
that Algorithm 2, by optimizing fewer coefficients, efficiently
combines multiple SPMs and prioritizes the most effective
models, ultimately leading to enhanced performance.

Selection of Hyper-parameters: Comprehensive ablation
studies for different ε values and classification thresholds fth
are provided in Appendix. We use ε = 0.05 and fth = 0.5 as
a common configuration for IRTest-L across the three envi-
ronments, although the best-performing configuration depends

on the environment, evaluation metric, and testing budget.
The results of IRTest-L (S2) show that when employing the
importance-sampling-based weighting correction method, it is
essential to ensure that the SPMs either include at least one
well-performing candidate or can be effectively combined to
achieve a superior model. In practice, the decision to use this
method should consider the deviation between all SPMs and
the optimal model f ∗.

D. Discovery of Failure Cases

Sections IV-B and IV-C analyzed the performance of SPMs
on the test dataset during IRTest. This section examines
IRTest’s ability to identify failure cases in data-rich and data-
limited regimes. We compare random testing, MDPFuzz, and
SeqDivFuzz with the proposed IRTest-R and IRTest-L, and
examine how the failure rate (i.e., the proportion of discovered
failure cases) evolves with the number of tests, as shown in
Fig. 6. We conduct 150k test executions in total. MDPFuzz
and SeqDivFuzz are implemented using their open-source code
with a seed corpus of size 20k, which provides a sufficiently
large set of initial seeds for these baseline methods. For IRTest,
the random sampling probability and classification threshold
are set to ε = 0.05 and fth = 0.5, respectively.
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TABLE VIII

PERFORMANCE OF IRTEST-L WITH DIFFERENT ε AND fth ACROSS ALL THREE ENVIRONMENTS

As shown in Fig. 6, both IRTest-R and IRTest-L consistently
achieve higher failure rates than the baselines. While MDP-
Fuzz and SeqDivFuzz perform well in the early stage, their
failure rates decline as the seed corpus becomes exhausted.
In contrast, IRTest does not rely on a seed corpus and thus
avoids this issue. Moreover, even when such degradation is
not considered, IRTest still demonstrates superior long-term
performance due to its adaptive testing mechanism, which
continuously improves the surrogate models.

The two IRTest variants exhibit different trends. IRTest-R
shows a steady increase, whereas IRTest-L remains relatively
stable. In IRTest-R, the SPM is continuously fine-tuned with
newly collected data that exhibit higher failure rates, leading
to progressively improved precision. In contrast, IRTest-L
retains the original SPMs as fixed basis models in the sam-
pling mixture while using fine-tuned auxiliary SPMs to guide
the optimization of combination coefficients. Additionally,
importance sampling mitigates the impact of the new data
distribution. As a result, IRTest-L relies more on the per-
formance of the original SPMs and focuses on identifying
an optimal combination, whereas IRTest-R emphasizes the
iterative refinement of existing SPMs.

To further analyze this behavior, we compute the instanta-
neous failure rates of random testing and IRTest after 1.5×105

tests based on Eq. 3 and the analysis in Section III-D2. The

results are shown in Fig. 7. Specifically, Fig. 7(a) and Fig. 7(b)
present the failure rates at fth = 0.5 and under a fixed recall of
0.5, respectively. The results indicate that IRTest significantly
outperforms random testing. In addition, IRTest-R achieves a
higher failure rate than IRTest-L at fth = 0.5, consistent with
the above analysis. Since IRTest uses a fixed classification
threshold, the result at fth = 0.5 reflects the actual final-stage
performance. In contrast, the sampling mixture in IRTest-L
remains restricted to combinations of the original SPMs, which
may limit further improvements in predictive performance.

It is important to note that IRTest-R prioritizes improv-
ing the precision of SPMs, which may be accompanied by
reduced recall at the selected operating threshold. However,
as shown by the results on BipedalWalker in Fig. 7, with
a sufficiently large testing budget, IRTest-R can still achieve
strong overall performance. Meanwhile, the introduction of
ε preserves support-level reachability by ensuring that all
states with non-zero probability under the naturalistic distri-
bution remain reachable during testing. Therefore, in data-rich
regimes, IRTest-R improves the failure rate while preserving
support-level exploration of the naturalistic testing space. In
contrast, under limited budgets, recall becomes more critical.
In practice, the choice of algorithm and threshold should
depend on both the available test budget and the urgency of
covering the test space.
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Overall, IRTest substantially outperforms baseline methods
in failure discovery and effectively improves testing perfor-
mance under both regimes when an appropriate classification
threshold is used. Example failure cases identified by IRTest
are shown in Fig. 8.

E. Computational Cost Analysis

IRTest introduces additional computational overhead mainly
from the sampling and surrogate-model training procedures.
During sampling, only the initial state or a small number of
preceding states are evaluated when determining f (s), avoiding
the execution of complete test trajectories for all candidate
samples. Moreover, the surrogate models are implemented
using lightweight MLPs, resulting in relatively low training
and inference costs.

To further quantify the computational overhead, we mea-
sured the wall-clock time of the major components of IRTest in
the three environments, as reported in Table VI. The measured
time is divided into sampling, test execution, and model fine-
tuning. Since other processes running on the system may
introduce fluctuations in the absolute running time across
different experiments, we focus primarily on the relative com-
putational cost among the components within each experiment.
The results show that the sampling time is generally on the
same order of magnitude as the necessary test-execution time,
while the model fine-tuning time is substantially smaller. In
some cases, the sampling time is even lower than the test-
execution time. Overall, these results demonstrate that IRTest
introduces only a moderate computational overhead, indicating
that its additional time cost is acceptable in the intended testing
scenarios.

V. CONCLUSION AND FUTURE WORK

This paper introduced intelligent resilience testing, a uni-
fied framework designed to enhance the generalizability and
adaptability of testing methods for decision-making agents.
By integrating an offline surrogate prediction model with
online adaptive correction mechanisms, IRTest effectively
reduces the surrogate-to-real gap during testing. Two com-
plementary adaptation schemes were developed: a neural
fine-tuning strategy for data-rich regimes and an importance-
sampling-based weighting correction method for data-limited
regimes. Furthermore, a surrogate-guided adaptive sampling
strategy enables efficient identification of failure-prone scenar-
ios in high-dimensional testing spaces. Extensive experimental
results demonstrate that IRTest significantly improves failure-
discovery efficiency, testing stability, and robustness across
heterogeneous decision-making agents.

Despite these promising results, several limitations warrant
further research. First, the performance of IRTest still depends
on the initial quality of the surrogate model. Poor surrogate
initialization may slow adaptation in highly complex systems.
Second, while the surrogate-guided adaptive sampling strategy
is effective, its scalability may diminish in extremely high-
dimensional scenario spaces, motivating the development of
more expressive surrogate-guided adaptive sampling distri-
butions or dimensionality-reduction-based kernels. Third, the

current framework assumes consistent test outcome definitions
across systems. Extending IRTest to handle heterogeneous or
multi-task performance metrics remains an important direc-
tion.

APPENDIX

A. Ablation Studies

Tables VII–VIII present the experimental results of IRTest-R
and IRTest-L. As discussed in Section IV, a moderate random
sampling probability and classification threshold are required
to achieve optimal AP improvement, though adjustments may
be needed depending on specific objectives.
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