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Abstract—Recent advances in decision-making policies have
led to notable progress in various fields such as autonomous
driving and robotics. However, testing these policies remains
crucial with the existence of critical scenarios that may threaten
their reliability. Despite ongoing research, challenges such as
low testing efficiency and limited scenario diversity persist,
primarily due to the complexity of the policies and their op-
erating environments. To address these challenges, this paper
proposes an adaptable Large Language Model (LLM)-driven
adaptive testing framework to explore critical and diverse testing
scenarios for decision-making policies. Specifically, we introduce
a “generate-test-feedback” pipeline, leveraging templated prompt
engineering to harness the world knowledge and reasoning
abilities of LLLMs. Additionally, a multi-scale scenario generation
strategy is proposed to overcome the limitations of LLMs in
making fine-grained adjustments, thereby further enhancing
testing efficiency. Furthermore, during the feedback phase, a
well-designed scenario evaluation module assesses the criticality
and diversity of the generated scenarios for adaptive testing. The
proposed LLM-driven method is extensively evaluated on five
widely recognized benchmarks, demonstrating that our proposed
method significantly outperforms baseline methods in uncovering
both critical and diverse scenarios. These findings highlight the
great promise of LLM-driven schemes in advancing the testing
of decision-making policies.

Index Terms—Large language models (LLMs), testing scenario
generation, critical testing scenario, decision-making policies.

I. INTRODUCTION

N recent years, the policies solving sequential decision-

making problems have achieved promising results across
various fields such as autonomous driving [1]-[4], robotics
[5]-[7], and Go [8]. With advancements in artificial intelli-
gence, neural network-based decision-making policies are now
capable of matching or even surpassing human performance.
Despite their remarkable effectiveness, these policies face
challenges related to interpretability, robustness, and reliability,
leading to critical scenarios that may trigger failures during ap-
plication. To address these challenges, it is essential to develop
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efficient and comprehensive testing methods for evaluating
decision-making policies.

Testing decision-making policies involves uncovering a se-
ries of states that represent critical scenarios, which expose
incorrect behaviors in the target policy and cause it to fail at
its task. However, since these policies are predominantly de-
veloped using neural networks, their “black-box” nature poses
challenges to understanding and predicting their behaviors.
The continuous interactions between the policy and its en-
vironment also bring difficulty in predicting critical scenarios.
Additionally, the potentially infinite number of states and the
high-dimensional state space involved can complicate testing,
further hindering the search for critical scenarios.

Increasing attention has been given to developing testing
methods to address the challenges outlined above. However,
existing methods [9]-[14] often rely heavily on complex
designs and prior knowledge, which limits their adaptability to
large-scale and diverse tasks. Moreover, the flexibility of these
frameworks is constrained by their specific design elements.
While simplifying designs to improve generalizability can
enhance adaptability, it may undermine the effectiveness of
the testing methods, making it difficult to achieve both effi-
ciency and universality simultaneously. Therefore, an efficient
adaptive testing method is required—one that can dynamically
generate and adjust testing scenarios based on the real-time
performance of the target policies. This work aims to explore
a practical solution to this challenge.

The pervasive emergence of Large Language Models
(LLMs) has recently introduced innovative approaches to
tackling complex problems across diverse fields [15]-[17].
By leveraging extensive training data, LLMs demonstrate a
remarkable level of intelligence, encompassing broad world
knowledge and advanced reasoning capabilities. In the context
of testing decision-making policies, LLMs could, in theory,
apply their inherent common sense and reasoning skills to
analyze challenging scenarios in diverse environments. This
presents the possibility for adaptive scenario generation with
minimal human involvement. Additionally, techniques like
prompt engineering [18] suggest that LLMs could iteratively
learn from past testing experiences, enabling more efficient
adaptive testing. Their creative capabilities also show promise
for generating novel and diverse scenarios, even from limited
initial inputs or reference cases. By leveraging this creativity,
LLMs could modify and adjust scenarios at multiple scales, fa-
cilitating cross-regional exploration and uncovering previously
uncharted areas.

Built upon the aforementioned strengths of LLMs, this work
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investigates how their reasoning and learning capabilities can
be harnessed to generate critical testing scenarios, aiming
at efficient and versatile testing of decision-making policies.
However, several key challenges emerge when developing
an LLM-driven approach: i) In the absence of well-defined
reference points, LLM-generated responses often lack depth
and complexity, making it difficult to directly create intri-
cate scenarios. ii) Inherent limitations, such as hallucinations,
hinder the ability to guide LLMs to focus on the target
environment, reason accurately, and evolve based on human
input or historical experience. iii) The probabilistic nature
of LLM text generation results in responses biased toward
common patterns, leading to outcomes that may lack precision
or nuance. Prior work has shown that LLMs have limited
ability to instantiate precise parameter values from specified
ranges [19]. We observed the same phenomenon in our exper-
iments: within a defined range (e.g., [0,100]), precise values
such as 51.7 are considerably more difficult for LLMs to
generate than rounded values such as 50. A detailed example
is provided in Section V-C.

To cope with those challenges above, this paper intro-
duces LLMTester, an innovative LLM-driven adaptive testing
framework designed to evaluate decision-making policies.
As illustrated in Fig. 1, the proposed framework consists
of four key modules, i.e., a scenario database, a scenario
generator powered by LLMs, a scenario testing module, and
a generalized scenario evaluation module. With the proposed
framework, a dynamic “generate-test-feedback™ pipeline is
formulated, enabling flexible and adaptive testing guided by
diverse inputs. More specifically, the details and core concepts
underlying LLMTester are elaborated as follows:

Firstly, we design a scenario database module that stores and
maintains seed scenarios, which serve as reference points for
the LLM-driven scenario generator. By grounding the scenario
generator in these seed scenarios, the database provides valu-
able prior knowledge to the LLM, preventing the generation of
random or trivial outputs and ensuring the consistent creation
of challenging and meaningful scenarios.

Secondly, we propose a structured prompt pipeline that
integrates feedback from historical testing data and expert
experience. In addition, techniques such as Chain-of-Thought
(COT) [20] are incorporated to guide LLMs toward deeper rea-
soning and analysis. Furthermore, based on the characteristics
of decision-making tasks, we summarize several key elements
that support the design of efficient prompts and facilitate the
rapid transferability to new tasks.

Thirdly, it has been observed that LLMs face challenges
in making fine-grained adjustments to near-failure scenarios.
In response, we evaluate the potential of seed scenarios to
evolve into critical scenarios through small random pertur-
bations. Subsequently, for low-potential scenarios, the LLM-
based generator is employed for large-scale searches, while
small-scale random mutations are applied to high-potential
scenarios to leverage their near-failure characteristics. This
multi-scale generation strategy effectively identifies critical
scenarios while minimizing resource consumption.

Lastly, scenarios after testing are evaluated for criticality
and diversity using the scenario evaluation modules. The

Scenario Generator

New Scenario

Low LLM
Potential '

Seed [_>

@ | scenario Potential
. <:> UI — Analysis
High NS

Potential  Random Mutation

Scenario Database

Multi-scale
Generation

Update Feedback

Database

New
Scenario

Scenario Evaluation Scenario Testing

Testing Results
Decision-
SR Test $ making
T Policy

Criticality Diversity

Fig. 1: Overview of LLM-driven adaptive testing framework.

evaluation results provide feedback for online optimization,
allowing the LLM to progressively adapt to the target policies.
A key advantage of LLMTester over previous works is the
flexibility of its evaluation mechanism. Leveraging the LLM’s
understanding capabilities, testers can specify various types of
feedback and directly supply testing information to the LLM,
without the need to explicitly define how this information
should be utilized.

The proposed LLMTester is evaluated on five widely recog-
nized benchmarks. The results show that our method signifi-
cantly outperforms the baseline in terms of the discovery rate
of critical scenarios, while also ensuring the diversity of failure
scenarios. Further ablation and comparative experiments un-
derscore the effectiveness and robustness of our LLMTester.

Compared with previous works, LLMTester extends the
application of LLMs to the exploration of critical testing
scenarios for general decision-making policies, with a focus on
adaptive testing that integrates expert experience and testing
feedback. The contributions of this work can be summarized
as follows:

i) We present a general LLM-driven adaptive testing frame-
work with a “generate-test-feedback” pipeline that in-
tegrates both testing feedback and expert knowledge,
enabling efficient adaptive testing of decision-making
policies.

ii) A powerful prompt pipeline is designed to fully leverage
the capabilities of LLMs in scenario generation. Based on
an analysis of the characteristics of decision-making tasks,
we extract and summarize key elements from this prompt
to enable efficient and rapid testing of new policies.

iii) To address the limitations of LLMs in making fine-
grained adjustments, a multi-scale generation strategy
with adaptive potential analysis is proposed, which further
boosts testing efficiency while reducing resource con-
sumption.

iv) Comprehensive experimental results, derived from testing
five policies across four distinct environments, demon-
strate the effectiveness and general applicability of the
proposed method.

The rest of this paper is organized as follows. Section II

presents the preliminaries, including the key concepts and

definitions used throughout this work. Section III reviews
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the related work. In Section IV, we introduce the details of
our method, including the adaptive testing framework, LLM-
based scenario generator, and multi-scale generation strategy.
Section V describes the experimental setup and evaluation
results, while Section VI presents the discussions and threats
to validity. Section VII briefly concludes the paper.

II. PRELIMINARY
A. Decision-Making Policies

Sequential decision-making refers to problems in which an
agent interacts with an environment in a step-wise manner to
achieve long-term objectives. These problems are commonly
modeled as a Markov Decision Process (MDP), represented
as (S, A, T,R).

Here, S denotes the state space and A the action space.
At each timestep ¢, the agent observes a state s; € S and
selects an action a; € A. The transition function 7" governs the
environment dynamics, typically written as s;11 = T'(s¢, a).
The reward function R assigns an immediate scalar feedback
ry = R(st, ay), reflecting the quality of the selected action.

A solution to an MDP is a policy m, which maps states to
actions and can be deterministic or stochastic (i.e., defining a
distribution 7(a | s)). The objective of most decision-making
algorithms is to maximize the expected cumulative reward over

a trajectory:
T

EY e, )

t=0

where v € [0, 1] is a discount factor. This cumulative reward
serves as the primary quantitative measure of policy perfor-
mance.

B. Testing Decision-Making Policies

In sequential decision-making, the observed state s repre-
sents the information perceived by an agent from the envi-
ronment at a given timestep. To systematically evaluate the
agent, it is necessary to configure the environment itself. The
environment can be described by a set of parameters, which
together form a scenario vector, also denoted as s. In this
paper, unless otherwise specified, s refers to the scenario
vector used for testing.

A straightforward method for generating test scenarios is
random mutation, which perturbs the scenario vector by adding
a random noise vector:

s =s5+e¢, ()

where € is a random vector sampled from a suitable distri-
bution. This approach provides a basic way to explore the
environment and identify situations where the agent’s policy
may fail, while, as noted in related work (Section III), more
advanced scenario generation methods also exist.

ITI. RELATED WORK
A. Testing of Decision-making Policies

Testing decision-making policies involves generating test
cases that trigger failures. The most straightforward approach

is to directly modify the inputs to the decision-making policies.
Various testing methods [21]-[26] focus on designing algo-
rithms for finding special test inputs to evaluate the security
and robustness of DNN-based policies. However, in some con-
strained environments, the casually generated inputs of neural
networks may not correspond to real-world scenarios, making
such inputs practically irrelevant. Furthermore, since internal
policies are often highly encapsulated, many approaches [27]—
[40] test decision-making policies through scenario generation.

1) Data-driven: Data-driven methods rely on pre-collected
data or real-time interaction with the environment to implicitly
acquire domain knowledge and enhance testing efficiency,
such as reinforcement learning (RL)- or deep learning (DL)-
based approaches. For instance, [29]-[32] employ methods
based on RL and Monte Carlo tree search to perform adaptive
stress testing on autonomous driving, thereby generating chal-
lenging test scenarios. For testing competitive game agents,
AdvTest [33] designs and adds constraints to guide adversarial
agent training, with the goal of exposing a more diverse
range of failure scenarios. However, these methods often incur
additional testing costs due to parameter tuning and real-
time interaction. In parallel, methods leveraging extensive
training data have also been continuously proposed. [34]-
[36] construct new scenario datasets by analyzing extensive
scenario data and sampling safety-critical scenarios, while
NeuralNDE [37] utilizes a Transformer-based model to learn
from real-world data and efficiently generate synthetic data
with distributions that are closely similar to real-world distri-
butions.

2) Knowledge-driven: Since data-driven methods require
large amounts of data or extensive interaction with the envi-
ronment to achieve satisfactory performance, many approaches
[38]-[44] focus on manually extracting effective rules to
rapidly improve testing efficiency or enhance generalizability.
To identify unique traffic violations, Autofuzz [38] uses a
neural network for seed selection and mutation, and imple-
ments a grammar-based fuzzing framework. BehAVExplor
[39] employs diversity and violation feedback to help discover
critical driving scenarios, incorporating an adaptive mecha-
nism that applies different types of mutations based on seed
energy. Meanwhile, scenoRITA [40] introduces evolutionary
algorithms to search for critical scenarios. However, these
methods rely on rules tailored to specific tasks, sacrificing
generalizability across different tasks in favor of efficiency.
Consequently, recent works [41]-[44] have emerged that fo-
cus on higher-level knowledge, designing universal testing
frameworks based on the shared characteristics of decision-
making policies. MDPFuzz [41] proposes the first general-
purpose fuzz testing framework for models solving MDPs.
Built upon MDPFuzz, SeqDivFuzz [42] enhances the testing
efficiency by terminating non-diverse sequences early, based
on sequence diversity inference. GMT [43] trains a generative
diffusion model to generate diverse, failure-triggering test
cases for decision-making policies and continuously fine-tunes
the generative model during testing. For multi-agent systems,
MASTest [44] calculates the criticality of states (considering
both exploitation and exploration) and perturbs the action at
critical states. However, the pursuit of generality in these
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methods comes at a cost: they do not account for the specific
characteristics of the environment under test, which limits the
efficiency of the testing process.

Existing methods either depend on data or task-specific
designs to improve testing performance for particular tasks,
or they forgo domain knowledge in pursuit of more gen-
eralized testing frameworks. Balancing efficiency and gen-
eralizability remains a significant challenge. In this paper,
we propose leveraging LLMs as a solution. Pretrained on
extensive datasets, these models demonstrate powerful com-
prehension capabilities and extensive knowledge. LLMTester
utilizes LLMs to perform environment-specific searches for
critical scenarios, even in the absence of abundant data or
manual design, thereby enabling both efficient and generaliz-
able scenario generation.

B. Testing with LLMs

As LLMs have been applied across various fields, [45]—
[49] is seeking to utilize the capabilities of LLMs to produce
test cases for the purpose of testing a specific algorithm or
software. For example, LIBRO [47] proposes using LLMs to
reproduce a given bug by querying the model to generate
test methods that align with the bug report. TitanFuzz [48]
applies fuzzy testing to deep learning libraries, using LLMs’
code generation and completion abilities to mutate seeds. As
a result, it successfully identifies previously unknown bugs in
TensorFlow/PyTorch. InputBlaster [49] first utilizes LLMs to
generate valid text, and then applies mutation rules to generate
unusual inputs that trigger application crashes.

Similarly, LLMs have been widely developed for scenario
generation in areas such as autonomous driving. ChatScene
[50] uses an LLM to generate descriptions of safety-critical
scenarios and retrieves corresponding Scenic code snippets
from a pre-constructed database. However, the design and
acquisition of Scenic code remain challenging, which limits
its applicability and generalization to other tasks. ChatSim
[51] engages multiple LLM agents in collaborative efforts to
understand user commands and generate corresponding photo-
realistic scene videos, but it is designed for generating videos
based on user requests, rather than for producing critical sce-
narios. SeGPT [52] leverages real-world scenarios, allowing
an LLM to modify them and generate synthetic datasets for
trajectory prediction testing, with a primary focus on mod-
ifying vehicle trajectories for datasets tailored to evaluating
and training trajectory prediction algorithms. LLMScenario
[53] extracts naturalistic risky trajectories from a database and
guides the LLM to produce different challenging trajectories,
including the ego vehicle’s trajectory; however, LLMScenario
is not a specialized testing framework, as it does not address
challenges posed by the black-box nature of the target policies.
OmniTester [54] takes a further step by employing multimodal
LLMs to generate road networks and vehicle configurations
with a carefully designed framework. However, it generates
testing scenarios by constructing road layouts and position-
ing vehicles using tools like SUMO [55], which imposes
strict constraints on scenario formats and environments. The
methods described above lack an effective online optimization

framework during scenario generation, limiting their ability to
identify flaws in policies, especially in tasks where predicting
the agent’s behavior is more complex than in autonomous
vehicle applications. Consequently, the scenarios generated by
these methods are not always sufficiently critical.

To summarize, these existing LLM-based testing methods
are primarily designed for specific domains, particularly in
autonomous driving and software testing, and do not address
generalized scenarios. This limitation results in a lack of
testing capability for more universal systems. In contrast, our
approach is aimed at general decision-making policies, outlin-
ing a scenario generation template and guiding LLM-driven
scenario generation through an adaptive testing framework.

IV. METHODOLOGY

We propose LLMTester, a general LLM-driven adaptive
testing framework, designed to efficiently test decision-making
policies by exploring critical scenarios. In this section, the
overall testing framework with the four proposed modules is
first presented in Section IV-A. In Section IV-B, we focus
on the LLM-based scenario generator within this framework.
To address the inherent challenges faced by LLMs and further
enhance the testing efficiency, a multi-scale generation strategy
is proposed in Section I'V-C.

A. The Testing Framework

Fig. 2 shows the overall procedure of LLMTester. The
whole framework can be divided into four modules: Scenario
Database, Scenario Generator, Scenario Testing, and Scenario
Evaluation. Each of these modules is designed with the
flexibility to adapt to different policies and environments.

1) Scenario Database: In our proposed framework, a sce-
nario database is primarily established to store key parameters
representing each scenario (e.g., initial states) along with
associated testing information, both of which are fundamental
to the testing process. For example, in the BipedalWalker
environment provided in Fig. 2, where a robot needs to traverse
different terrain, the initial states correspond to combinations
of terrain parameters, while the testing information could
include evaluations of the robot’s performance in this sce-
nario. Each scenario in the database serves as a seed for
further modification by the scenario generator. During testing,
seed scenarios are continuously selected and provided to the
generator to create new scenarios, while the accompanying
test information helps enhance the generator’s capabilities.
In this way, the generation and maintenance of the scenario
database are refined through various guidance techniques to
meet different testing objectives. For instance, the database
can be updated to include only scenarios with higher criticality
and greater diversity. This update process is driven by the
performance of the policy under test, ensuring that the seed
scenarios provide dynamic and relevant information for the
policy.

Without loss of generality, the scenario database can be
constructed through random sampling after parameterizing the
elements within the environment, or by sampling from pre-
existing datasets. For example, in autonomous driving, testing
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Fig. 2: Schematic workflow of our LLM-driven adaptive testing framework, namely LLMTester. Scenario Database provides
the seed scenarios as references for generating new scenarios. Scenario Generator, through prompt engineering, harnesses the
intelligence of the LLM to efficiently generate critical scenarios. To address the inherent limitations of LLMs, a multi-scale
generation strategy is employed to analyze the potential of seed scenarios to escalate into critical scenarios, guiding the decision
of whether to use the LLM-based generator. Scenario Testing tests the policy in the given scenarios. Scenario Evaluation assesses
the criticality and diversity based on the testing results, providing feedback to the LLM for self-improvement.

scenarios can be initialized by randomly sampling the vehicle’s
location and yaw, or by extracting data from datasets such as
KITTI [56].

2) Scenario Generator: The scenario generator, upon re-
ceiving seed scenarios sampled from the database, generates
new testing scenarios based on the seeds. Simultaneously, it
incorporates the testing feedback from the scenario evaluation
module to refine the generation process. For example, as
illustrated in Fig. 2, the scenario generator uses a seed scenario
in the BipedalWalker environment to produce a new terrain
configuration. The core component of this module is an LLM-
based scenario generator. The LLM-based generator trans-
forms seed scenarios, testing feedback, and expert knowledge
into prompts using a standardized template, thereby guiding
the LLM to generate new and more challenging scenarios. In
this paper, the scenario generator is also capable of creating
scenarios through random mutation. Specifically, a multi-scale
generation strategy is implemented to combine the advantages
of both the LLM-based generator and random mutation, en-
hancing the efficiency of exploring critical testing scenarios.
The details of the scenario generator can be found in Section
IV-B and IV-C.

3) Scenario Testing: The new scenarios generated by the
scenario generator are integrated to configure the environment
and conduct a test for the target policy. Subsequently, the
actual performance of the policy under test is evaluated and
utilized for adaptive testing.

4) Scenario Evaluation: The scenario evaluation module
assesses both seed scenarios and the newly generated ones
across two primary dimensions: criticality and diversity. In
practice, evaluations are often based on trajectories collected
during testing. For example, in the BipedalWalker environ-
ment, the evaluation can consider the robot’s state at each
timestamp, such as joint angles and positions. These eval-
uations guide three key processes: selecting seed scenarios,
updating the scenario database, and generating new scenarios.
The measurement of criticality and diversity utilizes specific
metrics designed to align with the performance of the policies
being tested. Based on the evaluation results, the module de-
termines the importance of each scenario and decides whether
it should be sampled or included in the database. Additionally,
these testing data can be fed back to the scenario generator to
support adaptive testing.

The evaluation module can be designed flexibly based on
the target environment, as long as the evaluation scores are

Authorized licensed use limited to: Tsinghua University. Downloaded on June 16,2026 at 01:54:44 UTC from |IEEE Xplore. Restrictions apply.
© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Software Engineering. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TSE.2026.3703032

Scenario

Database

Role Assignment &

Task Introduction Bad Cases

New Scenario
Yes

Sampling

Recording|’

Scenario information

= O

Descriptions Entities Constraints

| Seed || Bad (Eases|

| Expert Plans |

Chain-Of-Thought

Scenario R
D Mutation Plan

Step-by-step
Execution

Fig. 3: The prompt pipeline for LLM-based scenario generation.

correlated with the importance of the scenarios. Here, we
recommend the evaluation method proposed in MDPFuzz [41].
When selecting seed scenarios, sensitivity is computed as the
sampling weight by randomly mutating the initial state of the
seed scenario, and is calculated as:

o |rseed - T§|

Al

where rgeeq and rs are the cumulative reward obtained by the
decision-making policy under the seed scenario and mutated
scenario, respectively, and A represents a random permutation.
A seed scenario with higher sensitivity is more likely to exhibit
significant changes in response to small perturbations, thereby
increasing the likelihood of failure when new scenarios are
generated from it. Specifically, seed selection is implemented
via weighted sampling based on sensitivity, where higher-
sensitivity seeds are assigned larger sampling probabilities,
while all seeds retain non-zero selection probability. This de-
sign biases sampling toward critical scenarios while preserving
stochastic exploration over the full scenario space.

When updating the database, freshness[41] and cumulative
reward, as defined in MDPFuzz, are used to measure both
the coverage of the explored scenario space and the criticality
of seed scenarios. Specifically, a newly generated scenario
replaces its original counterpart if it exhibits lower reward or
reduced coverage. This replacement mechanism enables the
seed pool to evolve over time while continuously maintaining
scenario diversity. In addition, once a scenario triggers a
failure, its corresponding seed is removed to prevent redun-
dant exploitation and to encourage exploration of unexplored
regions.

Overall, the seed selection and update mechanisms prior-
itize scenarios that are more likely to induce failures, while
simultaneously maintaining or improving diversity in the seed
pool. Based on such a seed pool, the scenario generator is
encouraged to produce a larger number of critical and diverse
scenarios. Furthermore, a specialized evaluation mechanism
for adaptive testing, as introduced in Section IV-B, will be
employed in scenario generation, along with a multi-scale
generation strategy discussed in Section IV-C.

3)

B. LLM-based Scenario Generator

The LLM-based scenario generator operates by using
environment-specific prompts and integrating expert knowl-

edge along with feedback from prior tests. It modifies seed
scenarios to create new ones with a higher likelihood of
inducing failures. The process is outlined as follows:

Snew — genv(sseed7 F, E); 4)

where G, denotes that the LLM-based scenario generator
adapts to specific environments. Environment-specific prompts
assist the LLM in understanding its tasks and target environ-
ment, guiding the generation of new scenarios. During testing,
the seed scenario Sgeeq, €Xpert experience F, and historical
testing feedback F' are automatically incorporated into the
prompts. Sgeeq S€rves as a reference for scenario generation,
while E enhances the LLM’s reasoning capabilities with
human expertise. Historical feedback F' is crucial, as it enables
the LLM to generate scenarios through online optimization,
allowing it to identify more critical scenarios relevant to the
policies under test.

1) Prompt Engineering: A scenario generation pipeline
powered by structured prompts is proposed in this paper to
drive the LLM-based scenario generator. As illustrated in
Fig. 3, the LLM generates critical testing scenarios through
a structured process that includes task assignment, knowledge
embedding, and a series of explicit reasoning steps.

At the outset of the prompt, to facilitate the LLM’s
rapid adaptation from a general-purpose language model to
a domain-specific scenario generator, we assign it the role of
a “test scenario generator” and specify that its task is to mutate
the state of a given scenario in a way that induces failure in
the target policy.

Subsequently, the LLM is equipped with both static and
dynamic knowledge through structured embedding. The static
scenario information encompasses environment-specific
background information that remains constant throughout the
testing process, such as the scenario description, the meaning
of the initial state, and the constraints governing scenario
generation. The dynamic input message (i.e., Sgeeq, £, and
F) is updated during testing to reflect ongoing results and
accumulated experience. The initial state of the seed scenario
is transformed into the format described in the scenario
information.

Bad cases encountered during testing are considered as
F' and incorporated into the prompt. F' is represented as
structured feedback consisting of the initial states of previously
generated bad cases, rather than textual summaries or full
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TABLE I: Details of the key elements for prompt engineering

Type

Key Element

Description

Instruction

Role Assignment

Assign the LLM a role (e.g., Test scenario generator)

Task Introduction

Define the task of LLM

Scenario Information

Overview

Offer a concise and accurate description of the target environment (e.g., the agent(s)’ tasks, the
definitions of crash or failure, and other essential details)

Entity Information

Cover the common characteristics (e.g., number, type, physical properties, and interactions) of
the entities within the environment (e.g., agent(s) controlled by the target policies, and any
objects that may interact with the agent(s), such as obstacles)

State Description

Explain the meaning of the scenario’s parameters provided in the subsequent input message

Constraints

List the principles that must be followed during scenario generation (e.g., the constraints that
ensure the newly generated scenarios are valid and solvable)

Input Message

Seed Scenario

Offer a set of parameters representing the seed scenario (e.g., the initial states)

Testing Feedback

Offer any relevant information acquired during the testing process

Expert Experience

Offer the knowledge and insights from human testers

Scenario Generation

Scenario Analysis

Guide the LLM to analyze the given seed scenario and highlight the key information (e.g., the
agents’ states and the relationships between the entities)

Evolution Prediction

Guide the LLM to predict the future evolution of the scenario (e.g., the agents’ trajectories and
interactions between the entities)

Challenge Analysis

Guide the LLM to identify ways to cause the decision-making task to fail and provide the
corresponding idea

Plan Generation

Guide the LLM to generate a plan for modifying the seed scenario

Plan Execution

Guide the LLM to execute the plan accurately and generate a new scenario in the same format

as the input

trajectories. In this paper, three criteria are used to classify
a new scenario as a bad case: i) Insufficient Challenge: This
type of bad case is recorded when there is a significant
increase in reward after generation, i.e., Thew — Tseed > Trs
where 7, is a fixed threshold. This indicates that the LLM
is not mutating the given scenario in a way that increases
its difficulty. ii) Invalidity: This type of bad case is recorded
when the new scenario breaks the constraints or is unsolvable
even by an optimal policy. iii) Excessive Modification: This
type of bad case is recorded when the difference between
the new scenario and the seed scenario exceeds a specified
threshold 7y, i.e., ||Snew —Sseed|| > Ts. This criterion is applied
when the tester expects the LLM to generate scenarios that are
similar to the seed scenario. Whenever the LLM generates a
scenario that violates any predefined criterion, it is recorded as
a bad case. In subsequent iterations, if the same seed scenario
reappears, the associated bad cases are injected into the prompt
as feedback. To reduce overhead, only the initial state of each
bad case, together with its associated violated criterion, is
included. When the number of bad cases becomes large, a
fixed-size subset is sampled for each prompt, ensuring that
the feedback size remains bounded and preventing prompt
overflow or degradation due to long context.

The expert experience E in this pipeline follows the format
of mutation plans. With this format, the LLM can easily
reference expert experience and generate its own plan based on
the expert’s plan. In practice, the design of expert experience
depends on task characteristics and the tester’s domain knowl-
edge, and its effectiveness is typically evaluated empirically
by comparing the generated scenarios with and without the
provided guidance. In this context, the mutation plan can
be very simple, requiring minimal effort from the tester
(e.g., “slightly mutate the seed to make the scenario more
challenging”). Alternatively, it can be more intricate, based on

prior knowledge and experience.

To guide the LLM’s reasoning during scenario generation,
we employ COT [20] prompting. A well-designed COT of
scenario reasoning is used to enhance the model’s ability to
interpret and manipulate the scenario by guiding it through
a structured reasoning process. This includes analyzing the
current scenario, predicting its evolution, identifying potential
challenges based on those predictions, and formulating a mu-
tation plan accordingly—integrating both static and dynamic
knowledge.

Finally, the LLM is instructed to break the scenario genera-
tion task down into a series of achievable sub-tasks, facilitating
the execution of the proposed mutation plan. The output is
formatted consistently with the input state, ensuring easy ex-
traction during post-processing. A complete prompt example,
including the representations of sgeeq, F, and F, is provided
in Appendix A.

2) Prompt Template: To minimize the effort required for
prompt engineering, we analyze the characteristics of decision-
making tasks and summarize the proposed pipeline of prompt
engineering. We refine and identify several key elements to
include in the prompt, categorizing them into four types of
tokens: instruction, scenario information, input message, and
scenario generation. Table I provides detailed descriptions of
these key elements.

Each type of token provides the LLM with the necessary in-
formation and guidance, enabling it to generate new scenarios
from seed scenarios. Specifically, at the outset of the prompt,
instruction tokens assign a role to the LLM and clearly define
the task, helping the LLM understand both its role and the
task at hand. Next, detailed scenario information is provided
to the LLM to help it better understand the key aspects of
the target environment. These tokens convey general details
about the environment, which remain constant throughout the
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# Test Scenario Generator

Role: You are a professional test scenario generator, and you need to create
scenarios that are challenging to the test object to make its task fail.

In <environment description >, you need to design a mutation plan to slightly
change <the variable parameters> in the initial state so that <crash definition,
e.g. the vehicles collide with each other>

## Scenario Information

- Overview: <concise and appropriate description>

- Entity Info: <common information of entities, e.g. number, size, ...>
- State description: <the meaning of variable parameters>

- Constraints: < several principles that must be followed>

- <other information>

## Input

### Current Scenario:

<state of the current scenario>

### Mutation Plans for Selection

(Here are some mutation plans from which you should choose one or some to
help generate a new initial state.)

i. <plan i>

#i# Bad Cases

- Bad Case i: (Reason: <the reason why this case is bad, e.g. can not lead to a
failure>)

<details of bad case i>

## Output

(You need to follow the following steps to output, IMPORTANT!)

### 1. Chain of Thoughts

(Let's think step by step following the Chain of Thoughts, you should answer all
points mentioned below)

- <question about analyzing the given scenario>

- <question about predicting the future evolution of the given scenario>

- <question about thinking how to make the target algorithm fail>

- <question about generating a new mutation plan>

- <other questions>

#### 2. Mutate the initial state

- If you are planning to mutate the initial state (The new state should match the
Constraints, and do not mutate too much), remember that what you should
mutate are <the variable parameters>. You are going to make <crash definition>
and make the scenario more challenging.(IMPORTANT)

- Please ensure that the new state match the description in the Chain of Thoughts
section and the Constraints.(IMPORTANT)

- <other necessary demands>

In the Chain of Thoughts you have design a mutation plan, you need to
implement it accurately. Let's think step by step, break this task down into a
number of achievable sub-tasks, and implement them step by step.

2.1. Output the step by step calculate as the following format:

step i : <necessary calculation of this step>

2.2. Finally, based on 2.1, the new state must be generated as the following
python format without any other information or annotation. (MOST
IMPORTANT)

<format of output>

#### 3. Explain the new state

Fig. 4: Demonstration of a prompt template. Instruction (Role)
provides an overview of the LLM’s task and the target environ-
ment. Scenario Information (##Scenario Information) outlines
the common and fixed information of the target environment.
Input Message (##Input) includes the variable information
during testing, such as the seed scenario, feedback, and expert
experience. Scenario Generation (##Output) guides the LLM
to generate and output a new scenario in a specified format.
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Fig. 5: Tllustration of the multi-scale generation strategy.

testing process. Furthermore, the input message tokens contain
available data that vary as the scenario changes, corresponding
to Sgeed, £, and E in Eq. (4). These tokens serve as input
interfaces for available data. Based on the background infor-
mation and available data, the LLM is tasked with thoroughly
understanding the scenario and generating one that meets the
testing requirements. To facilitate this, the scenario generation
tokens guide the LLM through a gradual reasoning process,
ultimately producing an output in the expected format.

By integrating the key elements outlined in Table I, a prompt
can be efficiently designed without introducing excessive
workload. Various prompting techniques and styles can be
combined to create the prompt, and Fig. 4 presents the prompt
template used in this paper.

C. Multi-scale Generation Strategy

Despite great model capacities, LLMs are known to struggle
with fine-grained and complex tasks, such as those that require
high computational precision. In the context of critical scenario
generation, this limitation results in poor performance when
fine adjustments are made to seed scenarios, undermining their
overall effectiveness. In response to these issues, we propose a
novel multi-scale scenario generation strategy which enhances
efficiency while conserving valuable testing resources. The
workflow is illustrated in Fig. 5.

1) Motivation: LLM-driven scenario generation establishes
a direct link between the generator and the target environment,
making it highly targeted and efficient. However, prior studies
have shown that LLMs remain limited in numerical reasoning
and in generating precise parameter values within specified
ranges [19]. LLMs inherently exhibit a discretization charac-
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teristic in mutation amplitude, which limits their capacity for
local exploration. This limitation arises because LLMs tend to
output numbers that are contextually common or typical. For
instance, when asked to modify the number 1.5 within a range
of 0 to 10, an LLM is more likely to produce values such as
1 or 2, rather than more granular adjustments like 1.71. As
a result, LLMs show limited sensitivity to small distinctions
in numerical values and struggle to capture subtle differences
between scenarios. Consequently, such generators are not well-
suited for effectively utilizing near-failure scenarios, which are
only one step away from critical situations. This limitation
is particularly problematic near the failure boundary, where
even small parameter perturbations may lead to qualitatively
different outcomes, as observed in prior work such as MDP-
Fuzz [41]. In contrast, a small and random mutation can
provide fine-grained variation to the seed scenario, resulting
in better local exploration ability. Accordingly, we propose
a multi-scale generation strategy that enables large-scale mu-
tations using the LLM in general scenarios, while applying
small-scale random mutations in near-failure scenarios.

2) Scenario Potential Analysis: In this work, we categorize
the mutations applied to the seed scenarios based on the
estimated potentials. Specifically, each scenario is character-
ized by its distance from critical scenarios, which reflects
its potential to escalate into a critical scenario following
random perturbations. A higher potential indicates a greater
likelihood of transitioning into a critical scenario with minor
perturbations. Firstly, we denote High-potential Scenarios as
those that are near-failure and more likely to evolve into
critical scenarios, potentially resulting in a crash. Then, for
quantitative evaluations, we introduce a potential prediction
function P, where the potential of a given scenario is calcu-
lated as P(s). In this way, such binary classification can be
flexibly proceeded through a threshold 7, such that the set of
high-potential scenarios is represented as

H={s|P(s) =T}, (5)
while the set of Low-potential Scenarios is as
L=H=1{s|P(s) < T} (6)

Note that the cumulative reward r from the Scenario Evalu-
ation module in Section IV-A is highly relevant to the task
completion quality of the tested policy within each scenario.
Thus, we utilize the cumulative reward r to measure the
potential function, i.e., P(s) = —r,, where scenarios with
lower rewards are regarded as having higher potentials.

3) Generation with Potential Analysis: High-potential sce-
narios are near-failure, but the LLM-based scenario genera-
tor has limitations in fine-tuning these scenarios effectively,
prohibiting full exploration of their potentials. In our method,
for low-potential scenarios, the LLM-based scenario generator
is applied for large-scale and environment-specific searches.
Conversely, for high-potential scenarios, we employ random
mutation to conduct small-scale and localized explorations,
with the procedure described as follows:

genv(sseeda F, E)7 Sseed € ﬁ;

Snew = (7)
Sseed + U(—(l, a)7 Sseed € Ha

Algorithm 1: Scenario Generation with Multi-scale
Generation Strategy

Input: current seed scenario Sgeeq and its potential Ps;
Pp which contains potential of each scenario
of the scenario database; scenario generator G
with parameters «, (3, J; testing feedback F' and
expert experience F
Output: new scenario after generation syeyw
1 if P; < Percentile(Pp,1 — G.«a) then
// Apply LLM-based generator to
low-potential scenarios
2 Snew < G.LLM_scenario_generation(Sseed, ¥, F);
3 else
// Apply random mutation to
high-potential scenarios
Snew < G.random_mutation(Sgeeq);

end

if Failure (Spew) then
Update_parameters (G);

end

return S,cyw

L= RN B L I N

function Update_parameters (G):
1 a, 8,0 + G.a,G.5,G.9;
2 rate < Calculate_failure_rate();
3 if rate < (1 — ¢) * G.last_rate then
// decay a when failure rate
decreases
4 a <+ axf;
G.last_rate < rate;
6 | elseif rate > (1 + ) * G.last_rate then
// raise a when failure rate

increases
7 a < afB;
G.last_rate < rate;
9 end
10 G.a,G.3,G.0 + «, 3, 6;
1 return

where perturbations are chosen from a uniform distribution
with a maximum amplitude of a. In this way, we apply the
varying mutation scale to scenarios with different potentials,
effectively using the testing information to mitigate the limi-
tations of LLMs.

4) Adaptive Threshold Selection: An appropriate threshold
helps identify more critical scenarios while reducing the
number of LLM API calls. However, due to the limited
understanding of the target environment, directly determining
an appropriate threshold for identifying high-potential scenar-
ios is infeasible. Therefore, we normalize using the scenario
database, assuming that high-potential scenarios constitute
a certain proportion of the database. To accommodate the
continuously updated nature of the scenario database, we
adaptively select this proportion during the testing process to
facilitate determining the threshold.

Algorithm 1 shows the details of multi-scale generation with
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adaptive threshold selection. The algorithm initializes with a
threshold «, a decay factor 8 € (0,1), and an error factor
0. « represents a percentile, where scenarios with potential
in the top a% in the scenario database are considered high-
potential scenarios. The core idea of the adaptive algorithm
is to calculate the failure rate and update « after discovering
new failure cases. Let the new failure rate be denoted by f’
and the failure rate calculated the last time « changed be
denoted by f. If f/ decreases compared to f, this indicates a
decline in the quality of the scenario database (i.e., there are
fewer high-potential scenarios). In this case, « is decayed by
a fixed proportion 3. Conversely, if f’ increases, « is raised
by dividing it by 3. To prevent fluctuations in the data, we
introduce an error factor J that tolerates a certain range of
variation in the failure rate, such that

Oéﬂ, fl<(1_6)fa
ol =35 I 0+0f ®)
a, otherwise.

In practice, « is expected to be sufficiently low while ensuring
it surpasses the optimal threshold, and S can be set within a
moderate range to control the magnitude of decay. Through
our extensive evaluations, we set a ~ 20, 5 ~ 0.5 by default,
which can be taken as mild suggestions for practitioners.

With the multi-scale generation strategy, we can leverage the
strengths of both LLM-based generation and random mutation.
It is worth noticing that this strategy serves as an optional
enhancement to the LLM-based scenario generator, with its
effectiveness depending on the quality of the scenario database
and the definition of P(-). Note that when high-potential
scenarios are continuously transformed into critical scenarios
and removed without replenishment, o will gradually decrease
and approach 0 as the quality of the database deteriorates. At
this point, the generator reverts to its original form, ensuring
that the efficiency of the strategy is preserved.

V. EXPERIMENTS

In this section, a series of experiments are conducted to
verify the promising performance of our general LLM-driven
adaptive testing framework, LLMTester. The key findings
revealed in our evaluations are as follows: i) our method
identifies more failure cases within the same number of test it-
erations, thereby confirming the efficient generation of critical
scenarios; ii) enhanced diversity is achieved in the generated
scenarios through the analysis of the identified failure cases;
iii) ablation studies further validate the effectiveness of the
proposed multi-scale generation strategy and prompt pipeline;
iv) different underlying LLMs demonstrate varying capabilities
in generating critical scenarios.

A. Research Questions

The following four research questions are addressed for the
main scope of this work. With the extensive experiments, we
aim to answer those questions in the subsequent subsections.

« RQI: Can our proposed LLM-driven adaptive testing

method find more critical scenarios that lead to failures
in the target policies?

e RQ2: How about the diversity of critical scenarios gen-
erated by our LLM-driven approach?

o RQ3: How effective is the proposed multi-scale genera-
tion strategy and prompt pipeline?

o RQ4: How do different LLMs affect the scenario gener-
ation capabilities of our method?

Policy-controlled airplane
Intruder airplane

8000
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4000 |
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(c) CARLA (d) CoopNavi

Fig. 6: Target environments of our experiments.

B. Experiment Design

We test 5 distinct policies in 4 different environments,
similar to the setup in MDPFuzz [41]. The target environments
are illustrated in Fig. 6.

1) Target Policies and Environments: DNN & ACAS Xu:
ACAS Xu [57] is an airborne collision avoidance system
designed for unmanned aircraft. In this study, we test the
policy based on a Deep Neural Network (DNN) [58]. The
ACAS Xu scenario involves two aircraft: the ownship and the
intruder. The goal of the policy is to control the ownship in
order to avoid a collision with the intruder, where a collision
between the two aircraft is defined as a failure.

RL & BipedalWalker: BipedalWalker is a single-agent
environment within OpenAl Gym [59], where the agent is
required to navigate bumpy terrain consisting of grass, pits,
stumps, and steps. We select TQC [59] from the open-source
stablebaseline3 repository [60] as the target policy under test.
In this context, a failure is defined as the agent’s fall (i.e., its
head touches the ground).

RL /IL & CARLA: CARLA [61] is an open-source urban
driving simulator designed for autonomous driving. We test
well-performing policies based on Reinforcement Learning
(RL) [2] and Imitation Learning (IL) [1] in the CARLA simu-
lator. The policies under test are responsible for controlling the
steering and throttle of the vehicle to achieve safe autonomous
driving. A failure is recorded if the ego vehicle collides with
any other entity in the scenario.
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Fig. 7: Comparison of the number of detected failures and the failure rate between our method and the baselines.

TABLE II: Detailed settings of the experiments.

Multi-scale

Model Environment  #Max frames  #Test

« B §
DNN ACAS Xu 100 3000 25 0.7 0.1
RL BipedalWalker 600 2000 10 0.7 0.1
RL CARLA 100 2000 25 0.7 0.1
IL CARLA 200 2000 25 0.7 0.1
MARL CoopNavi 25 2000 20 05 0.1

MARL & CoopNavi: CoopNavi [62] is a Multi-Agent
Reinforcement Learning (MARL) environment released by
OpenAl In this environment, multiple agents controlled by
policies navigate towards landmarks without colliding. We
retrain a policy using the released code [62]. A failure in this
environment is recorded either when an agent collides with
another agent or when the agents fail to reach the designated
landmarks within the maximum number of frames.

The target policies in this experiment encompass DNN, RL,
IL, and MARL. The state space dimensions across the four
environments range from 4 (ACAS Xu) to several hundred
(CARLA), thereby covering both low- and high-dimensional
cases. This variety is used to assess the scalability of the
proposed testing method.

2) Baselines: Random Testing: Random testing is a fun-
damental and straightforward testing approach. As outlined in
Section I'V-A, the scenario database can be generated through
random sampling after parameterizing the variable elements of
the environment. Thus, we use randomly sampled scenarios as
a baseline for comparison. It is important to note that in the
CARLA environment, the positions of vehicles are constrained
by the map, and thus are sampled from a pre-constructed
scenario library, so that we exclude random testing from the
CARLA environment.

MDPFuzz: In the context of Markov Decision Processes
(MDPs), an agent makes decisions based on observations from
its environment, which is the most typical decision-making
problem. MDPFuzz [41] introduces a fuzzy testing framework
that follows the process of “seed sampling - seed mutation -

corpus update” to efficiently test models solving MDPs. It is
the first general testing framework designed for testing models
solving MDPs in black-box settings.

SeqDivFuzz: Built upon the MDPFuzz framework, Seq-
DivFuzz [42] improves testing efficiency by prematurely ter-
minating non-diverse testing cases. It incorporates a diversity
inference module based on sequence similarity into the fuzzing
process. Leveraging this similarity model, SeqDivFuzz is able
to distinguish crash-triggering behaviors among generated
testing cases.

3) Experimental Setup: All code for this work is im-
plemented in Python. For MDPFuzz and SeqDivFuzz, we
use the original open-source code and modify it to suit our
experimental setup. For LLMTester, the implementation details
are as follows:

Scenario Database Construction. The scenario database
is constructed in two ways, following prior work: (1) random
sampling within predefined parameter ranges (used in ACAS
Xu, BipedalWalker, and CoopNavi), and (2) direct adoption
of pre-defined scenario datasets (used in CARLA, consistent
with MDPFuzz).

LLM Configuration. We employ GPT-40-mini as the back-
bone LLM due to its balance between generation quality
and response efficiency. Four environment-specific prompts
are designed based on the unified template described in
Section IV-B. A representative request-response example is
provided in the appendix.

Evaluation Criteria. Scenario evaluation is conducted
along two dimensions: criticality and diversity. Consistent with
existing testing literature, we adopt reward as the indicator
of criticality and freshness as the indicator of diversity. The
reward functions are reused from the original environments
and the MDPFuzz implementation to ensure fairness and
reproducibility.

The overall experimental settings are summarized in Ta-
ble II. The #Max Frames column specifies the maximum
number of time steps allowed per test episode, within which
failures are detected. The #Test column reports the total
number of executed test cases per environment; more than
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L3: (0.486 ,-0.971) 13

Al

[ [ [

T=0 T=2

e

Analysis

T=4 T=6 T=8(reach quickly)

The agents are relatively spread out, with Al being closer to L1, A2 to L3, and A3to L1 and L2.

To successfully reach the landmarks, Al is likely to move towards L1, A2 towards L3, and A3 has a choice between L1 and L2. Al's

Prediction
overlap with A1.

proximity may allow it to reach L1 first, while A2 should go directly to L3. However, A3's movement towards L1 may lead it to

The initial state can be modified to create closer paths for the agents to their respective landmarks, forcing them to navigate through

ldea tighter spaces, thereby increasing the likelihood of collision.
Additionally, landmarks can be placed in a more centralized location, forcing agents to contend with one another as they converge.
Step 1: Adjust Al to (-0.4,0.1) and A2 to (0.8, -0.2). This positions them closer together, making it more likely for them to collide
when they head towards the landmarks.
Step 2: Move A3 to (0.75, 0.52), still close enough to L2 and L1, but within a potential collision path with Al and A2.
Plan Step 3: Move L1 to (-0.15,0.7) and L2 to (-0.2, 0.9), positioning them closer together and compelling Al and A3 to target L1 and L2
respectively.
Step 4: Move L3 to (0.5, -0.95) to keep it feasible for A2 to reach but still far enough away from the others to maintain the initial
U solvability.
. L2e . [ ] ° °
New Scenario: ° . o . .
Al: (-04, 01) L A3
A2:(08 ,-0.2) Al
A3:(0.75,0.52)
L1: (-0.15, 0.7 ) &
L2:(-0.2, 09)
L3: (0.5 ,-0.95) L3e o é .y .
T=0 T=5 T=10(collision) T=15(collision) T=21(reach slowly)

Fig. 8: An illustration of the critical scenarios found by the LLM-based scenario generator.

2000 tests are conducted in each setting to ensure statisti-
cal reliability. Notably, for SeqDivFuzz, only fully executed
test cases are counted, as its implementation may terminate
ongoing tests prematurely. The Multi-Scale column lists the
hyperparameter configurations used for each target policy.

C. Critical Scenario Generation

In this section, we compare the scenario generation capabil-
ities of the baselines and our method by analyzing the number
of failures and the failure rate under the same number of tests.
A failure case refers to a scenario in which the decision-
making policy fails to complete its task, thus constituting
a critical testing scenario. Identified failure cases can be
leveraged to analyze the vulnerabilities of the algorithm and to
improve its problem-solving capabilities. A higher failure rate
and a greater number of failure cases suggest that the method
is more efficient in testing and better at generating critical test
scenarios. We note that testing efficiency can be evaluated from
both fixed testing budget and fixed testing period. In this work,
we adopt the fixed-budget setting, as each test may be costly in
realistic scenarios, making the number of tests a more practical
constraint and a clearer measure of effectiveness in discovering
critical scenarios. The experimental results for the baselines
and LLMTester, applied to the five tested policies, are pre-
sented in Fig. 7. Here, Random testing is not conducted in the
CARLA environment, as the scenario database in CARLA is

predefined, and random sampling would significantly violate
the map constraints governing traffic roads.

As shown by the experiments, our LLM-driven method
uncovers more failure-triggering scenarios compared to the
best baseline across all five tasks. Specifically, the number of
failure cases increases by 48.51%, 43.80%, 237.50%, 53.49%,
and 36.36%, respectively. Unlike MDPFuzz and SeqDivFuzz,
which generate new test scenarios through random mutation,
our method more strategically modifies seed scenarios with a
clearer search direction. Furthermore, during the testing pro-
cess, the failure rates of MDPFuzz and SeqDivFuzz decrease
as the scenario database evolves, while our method consis-
tently outperforms random testing and ultimately converges
to a higher failure rate, showing the superior stability of our
method in generating critical scenarios.

Fig. 8 provides a concrete example of the LLM-driven
scenario generation process by illustrating the critical sce-
narios detected in CoopNavi, along with a segment of the
LLM’s response generated during the creation of this scenario.
Upon receiving the state representing the seed scenario, the
LLM first interprets the situation, predicts the subsequent
actions of the three agents, and anticipates future interactions
among them. Correspondingly, the LLM proposes strategies
to increase the scenario’s complexity and incorporates them
during scenario generation. This process involves developing
a detailed and step-by-step plan, ultimately leading to the
creation of a more challenging scenario.
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TABLE III: The number of failure cases and different states
discovered by MDPFuzz, SeqDivFuzz, and our method in
different environments.

Environments Methods #Failures  #Entire  #Initial ~ #Terminal
MDPFuzz 56 43 22 20
ACAS Xu SeqDivFuzz 78 40 30 33
Ours 150 43 22 29
MDPFuzz 92 1468 1 49
BipedalWalker ~ SeqDivFuzz 137 1508 1 74
Ours 197 2033 1 98
MDPFuzz 80 1657 34 76
RL_CARLA SeqDivFuzz 88 1619 35 81
Ours 297 6522 164 287
MDPFuzz 129 4012 44 105
IL_CARLA SegDivFuzz 127 3692 49 101
Ours 198 6398 96 167
MDPFuzz 111 872 109 111
CoopNavi SeqDivFuzz 132 936 128 132
Ours 180 1448 169 175

In the original seed scenario, the three agents success-
fully reach their respective landmarks without any signifi-
cant challenges, completing the task efficiently by the 8%
frame. In contrast, in the newly generated scenario, the LLM
strategically adjusts the initial positions and repositions the
landmarks to introduce obstacles in the agents’ movements
toward their targets. As a result, agents Al and A3 collide
while navigating to their respective landmarks, causing delays
in the completion of the task. Due to multiple collisions, the
decision-making policy fails in the new scenario. The LLM-
based scenario generator has identified a new critical scenario
herein, exposing latent weaknesses in the target policy.

Fig. 8 also shows that the parameters modified by the LLM
typically contain only one to two significant figures. This
confirms that LLM-generated scenarios often lack the fine-
grained precision needed for subtle adjustments, empirically
supporting the motivation for our multi-scale generation strat-

cgy.

Answer to RQ1: Our LLM-driven adaptive testing frame-
work identifies a greater number of failure cases compared to
the baseline methods, demonstrating the superior efficiency
of our approach in generating critical scenarios.

D. Diverse Scenario Generation

In this study, we replay all detected failure cases and count
the number of distinct states observed by the agent in each
target environment. Since the states are continuous, we analyze
the maximum and minimum values for each state dimension
and divide each dimension into IV equal intervals, so that each
continuous state is mapped to a discrete cell. Assuming that
the observed state has D dimensions, the entire state space
is divided into DY different states. During the replay of the
failure cases, the numbers of distinct initial states, terminal
states, and states throughout the entire process, denoted as
#Initial, #Terminal, and #Entire, respectively, are all reported.
#Initial and #Terminal represent the diversity of initial states
leading to failures and the diversity of failure scenes, while
#Entire reflects the total number of distinct discretized states

Rough and simplistic human experience

- Adjust the initial positions of the agents

- Adjust the positions of the landmarks

- Change the positions of the agents and landmarks

- Change the distance between the agents and the landmarks
- Design the distance between different agents and landmarks

Diverse and detailed scenario generation schemes
- Shift A2 to be positioned such that it has to navigate a
longer path while potentially overlapping with Al and A3.
- Reposition L1 to a more central location to increase
competition for the landmarks.
- Position L3 in such a way that A3 must navigate towards
the same area as Al and A2
- Move L3 further away to create a risk for A3
- Move L2 and L3 such that they create a bottleneck between
A2 and A3 when they try to approach their respective
landmarks.
- Adjust landmarks so they align in a way that forces agents
to take similar paths, increasing collision risk.

©

Fig. 9: Human experience and some typical schemes provided
by the LLM. The ‘A’ and ‘L’ in the figure represent ‘Agent’
and ‘Landmark’, respectively.

observed across all timestamps of the scenario, reflecting the
overall novelty of the testing scenarios.

The experimental results are presented in Table IIL. It is
noteworthy that only a single initial state is identified in
BipedalWalker, due to the fixed initial spawn position and
initial terrain (grass). As shown in Table III, our method is
able to detect a greater number of distinct states within the
same number of tests. In most cases, our method signifi-
cantly outperforms MDPFuzz and SeqDivFuzz, and even in
the worst-case scenario (ACAS Xu), it remains comparable,
exhibiting only slightly lower performance than SeqDivFuzz,
which benefits from an integrated diversity inference module.
A higher number of covered states indicates that the LLM
does not focus solely on a few critical testing scenarios, but
instead maintains a balance by accounting for the diversity of
testing scenarios.

Fig. 9 further investigates both the human-provided experi-
ence and a selection of scenario generation schemes proposed
by LLMs within the CoopNavi task. The human tester provides
only basic and rudimentary experience, lacking substantial
prior knowledge. Besides, the LLMs, leveraging their rea-
soning capabilities and understanding of scenarios, are able
to generate more diverse and detailed scenario generation
schemes. These varied schemes demonstrate how LLMs ap-
proach the creation of challenging test scenarios from mul-
tiple perspectives. The results highlight that our method can
effectively harness the creative capacity of LLMs to produce
a broader range of scenarios. Importantly, this diversity stems
from the LLMs’ deep comprehension of the scenarios, rather
than merely generating data with large variations.

To visually assess the ability of different methods to explore
diverse states, we apply t-SNE to project the high-dimensional
failure cases into a two-dimensional space. The results, pre-
sented in Fig. 10, reveal that our method achieves broader
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Fig. 11: Detected failures by our method with

and more diverse exploration across tasks—particularly in
ACAS Xu, BipedalWalker, and CARLA—demonstrating sig-
nificantly greater coverage of critical regions compared to
baseline methods. This enhanced exploration capability can
be attributed to the creativity and inherent randomness of the
LLM, enabling LLMTester to perform cross-regional searches
for critical scenarios. This enhanced exploratory behavior is
attributable to the creativity and inherent randomness of the
LLM, which enables LLMTester to perform cross-regional
searches for critical scenarios. As a result, LLMTester exhibits
improved efficiency in uncovering a wide range of failure
cases.

Answer to RQ2: Compared to MDPFuzz, our LLM-driven
method identifies a comparable or greater number of states
in critical scenarios. Unlike other testing methods, which
lack human-like intelligence, the LLM generates diverse
test scenarios using different generation schemes, drawing
on its deep understanding of the scenarios. These results
highlight the superior ability of our method to generate
diverse scenarios.

E. Ablation Study

In this section, we conduct ablation experiments to further
investigate the effectiveness of the proposed multi-scale sce-
nario generation strategy and prompt pipeline. Specifically, we
evaluate the contribution of key components in LLMTester by
removing them and comparing the resulting number of failure
cases.

1) Effectiveness of Multi-scale Generation Strategy: We
remove the random mutation module from LLMTester to

Number of tests

(b) BipedalWalker

Number of tests
(c) CoopNavi

and without the multi-scale generation strategy.

obtain a variant that relies solely on the LLM for scenario
generation, denoted as Ours (w/o ms).

Fig. 11 presents the testing results across different environ-
ments. The scenario generator with the multi-scale strategy
consistently detects more failure cases in nearly every iteration
compared to the LLM-only variant. This improvement stems
from the fact that the multi-scale strategy performs potential
analysis on seed scenarios and applies small-scale perturba-
tions to high-potential ones to generate new candidates. Since
high-potential scenarios are closely associated with failure
cases, and failure-inducing conditions are often unpredictable,
incorporating random mutations significantly improves search
efficiency. As a result, the number of LLM API calls is reduced
by 5.27%, 55.67%, and 16.13%, respectively.

The comparison between Ours (w/o ms) and Random
testing further demonstrates that the LLM-based generator
provides a clearer search direction and more effectively identi-
fies critical scenarios. Meanwhile, as promising seed scenarios
are progressively transformed into failure-triggering cases, the
overall quality of the scenario database deteriorates, leading
to a performance degradation in MDPFuzz. In ACAS Xu,
MDPFuzz even underperforms Random testing.

Benefiting from the adaptive threshold, our method dy-
namically regulates the proportion of small-scale mutations
and maintains stable performance. To further understand the
behavior of the multi-scale strategy, we analyze its sensitivity
to key hyperparameters. Specifically, we vary the parameters
around the default settings (e.g., « ~ 20, f ~ 0.5) and
evaluate the resulting performance, as shown in Fig. 12.

The results on ACAS Xu and CoopNavi indicate that per-
formance remains stable under moderate parameter variations.
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TABLE IV: The rate of LLM-based generation and final « in
BipedalWalker with different hyperparameter configurations.

a-B-6 5-0.7-0.1 10-0.7-0.1 10-0.5-0.1  20-0.5-0.1
Ratio (%) 88.86 4433 59.92 24.59
Final o 0.84 10 5 20

Failure cases 218 197 192 141

Small perturbations in « and 3 do not lead to significant differ-
ences, suggesting that the proposed strategy is reasonably ro-
bust to hyperparameter selection. However, in BipedalWalker,
we observe a more pronounced sensitivity to «. Specifically,
reducing « from 10 to 5 leads to improved performance,
as it enforces stricter selection of high-potential scenarios
and yields a more balanced sampling process. As shown
in Table IV, with o« = 5, the proportion of high-potential
scenarios (88.86%) is closer to that in other environments
(94.73% in ACAS and 83.87% in CoopNavi), highlighting
the importance of maintaining an appropriate proportion for
effective LLM-guided generation.

Overall, these findings suggest that while the multi-scale
generation strategy is not overly sensitive to hyperparame-
ters in most environments, its performance can still benefit
from moderate tuning in specific cases. Therefore, the default
settings should be regarded as general guidelines rather than
universally optimal choices.

2) Effectiveness of Prompt Pipeline: Fig. 13 illustrates the
number of failure cases observed across three environments
following the selective removal of individual components from
the prompt: expert knowledge, testing feedback, and Chain-of-
Thought (CoT) reasoning — denoted as “w/o Experience,” “w/o
Feedback,” and “w/o CoT,” respectively.

As shown in Fig. 13, compared to the complete prompt,
the removal of any single component results in a noticeable
reduction in failure cases, highlighting the individual contri-
bution of each element to the prompt’s overall effectiveness.
Among these components, COT has the most significant
impact, resulting in an average 22.03% decrease in failure
cases, followed by testing feedback, which yields an average
reduction of 5.88%. The influence of expert knowledge, how-
ever, varies across environments. Specifically, removing expert
knowledge (“w/o Experience”) results in a slight decrease in
CoopNavi, and a substantial decrease in BipedalWalker, but
a slight increase in failures in ACAS Xu. This variability
is likely due to differences in the quality and relevance of
the expert knowledge provided. In ACAS Xu, for example,
the expert knowledge is relatively coarse — e.g., “Change the
speed of the ego so that the two planes are liable to collide”
— which may introduce ambiguity and confuse the LLM.
In contrast, BipedalWalker benefits from more detailed and
context-specific knowledge, such as: “Multiple non-grass fields
in a row are stumps or pits that walkers need to constantly step
over,” which provides clearer cues for scenario understanding
and generation. Overall, these results indicate that the impact
of expertise knowledge scales with its level of detail and in-
formativeness, where more structured and detailed knowledge
yields stronger improvements, while coarse guidance provides
limited benefits.

The experimental results demonstrate the importance of
each component of the prompts. Effective expert experience,
testing feedback, and COT are helpful for LLMs to generate
critical test scenarios better.

Answer to RQ3: The ablation experiments validate the
effectiveness of our design. First, the multi-scale genera-
tion strategy significantly improves the efficiency of the
LLM-driven adaptive testing process while simultaneously
reducing the consumption of testing resources. Second, each
component of the structured prompt enhances LLM-based
scenario generation by providing complementary informa-
tion from distinct perspectives.

TABLE V: Comparison of the number of failures and the
number of different states across different underlying LLMs.

Environments LLM #Failures  #Entire  #Initial  #Terminal
GPT-40-mini 150 43 22 29
GLM-4-Air 86 38 19 22
ACAS Xu DeepSeck-V3 113 62 29 33
Gemini-2.5-Flash 126 49 23 28
Claude-Sonnet-4.5 191 55 26 33
GPT-40-mini 197 2033 1 98
. GLM-4-Air 135 1847 1 67
BipedalWalker 1y Seek-v3 216 1977 1 106
Gemini-2.5-Flash 124 1608 1 68
Claude-Sonnet-4.5 158 1735 1 87
GPT-40-mini 180 1448 169 175
CoopNavi GLM-4-Air 172 1299 159 170
P DeepSeek-V3 315 2136 262 290
Gemini-2.5-Flash 473 2151 221 347
Claude-Sonnet-4.5 680 2729 254 438

FE. Comparison of Different LLMs

We further analyze the impact of different LLMs on the
performance of our LLM-driven method. In the previous
experiments, we used GPT-4o0-mini, which balances efficiency
and response speed. In this study, we additionally evaluate
GLM-4-Air, DeepSeek-V3, Gemini-2.5-Flash, and Claude-
Sonnet-4.5, which show varied performance across different
benchmarks.

As shown in Table V, different LLMs exhibit distinct
performance across environments, and all evaluated models
generally achieve good performance in supporting the testing
process.

The models demonstrate their respective strengths. In the
ACAS Xu environment, Claude-Sonnet-4.5 identifies the most
failure cases, demonstrating its capability in generating chal-
lenging scenarios. Notably, Claude-Sonnet-4.5 and GPT-4o-
mini, although discovering more failure cases, are slightly less
effective than DeepSeek-V3 in covering diverse discrete states.
This suggests that in ACAS Xu, they tend to follow reasoning
patterns focused on generating critical scenarios, which are
effective but somewhat limited in diversity and creativity.

In CoopNavi, Claude-Sonnet-4.5 now achieves the best per-
formance, while Gemini-2.5-Flash also shows strong results,
indicating that these models are better suited to the demands
of their respective environments. In BipedalWalker, all models
achieve satisfactory performance, with DeepSeek-V3 slightly
ahead.
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Fig. 12: The number of failure cases discovered by LLMTester with different configurations of hyperparameters
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Fig. 13: Comparison of the number of failures under different
prompts.

These comparative experiments show that the choice of
underlying LLM significantly influences testing effectiveness.
Differences in reasoning capabilities across LLMs, combined
with the stochastic nature of target policies and environments,
lead to environment-dependent variations in performance.
Consequently, the effectiveness of a given LLM in scenario
generation can vary notably across applications. Importantly,
our results confirm that the framework can leverage the
strengths of different LLMs while maintaining adaptability
across environments.

Answer to RQ4: Different underlying LLMs demonstrate
varying capabilities in generating critical scenarios. By
preserving the distinct characteristics of each model, our
framework exhibits strong adaptability and holds consider-
able potential for further enhancement as LLMs continue to
advance in intelligence.

VI. DISCUSSIONS & THREATS TO VALIDITY

In this section, we discuss possible threats to the validity of
our research, together with the solutions for mitigation, and
possible directions for future work.

Workload of Prompt Design. In prompt engineering, the
primary manual effort lies in describing the target environ-
ment and crafting the COT, both of which require a solid
understanding of the target policy and the environment. For
mitigation, we streamline the process by using a prompt tem-
plate specifically tailored to decision-making problems. This

approach allows for the efficient creation of effective prompts
with only a basic understanding of the policy and environment.
Nevertheless, future work could explore incorporating more
automated prompt generation techniques to further improve
the efficiency and scalability of our framework.

Performance of the Underlying LLM. As discussed in
Section V, the performance of different LLMs can signif-
icantly influence their ability to generate testing scenarios.
The efficiency of critical scenario generation depends on the
LLM’s capacity to comprehend the scenario, integrate expert
knowledge, and incorporate feedback. Similarly, the diversity
of generated scenarios reflects the LLM’s creativity, which
places specific demands on the intelligence level of the chosen
model. In addition, the typical response time for LLM API
calls, often measured in seconds, can limit testing speed, par-
ticularly for simpler tasks in simulation environments. In this
paper, we propose a well-designed framework that leverages
various forms of guidance, such as sensitivity, freshness, and
cumulative reward, to address these challenges. To mitigate
the impact of LLM response times, we introduce a multi-
scale generation strategy that reduces the number of LLM API
calls by incorporating random mutations. These challenges
underscore the significant growth potential of the proposed
LLM-driven framework, especially as LLM technologies con-
tinue to advance. In addition to the anticipated advances
in LLMs, exploring technologies that can more effectively
stimulate LLMs’ capabilities remains a valuable avenue for
investigation.

Dimension of the State Space. In many complex environ-
ments, the presence of numerous scenario parameters results
in a high-dimensional state space. This high dimensionality
primarily impacts the LLM’s ability to comprehend the given
scenario, posing a challenge to its contextual understanding
and potentially affecting testing performance. It is worth
noting that current mainstream LLMs already demonstrate
strong reasoning capabilities and show promising potential in
identifying key scenario parameters. Our experiments, which
span both low- and high-dimensional scenarios, provide em-
pirical support for this observation. Nonetheless, when the
application environment becomes excessively complex or the
dimensionality of the state space increases beyond the model’s
comprehension capacity, threats to validity may arise. To
address this issue, future research could explore the use of
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more advanced LLMs or develop preprocessing techniques for
extracting key scenario parameters to facilitate understanding.

VII. CONCLUSION

In this work, inspired by the problem-solving capabilities
of LLMs, we introduce LLMs as an innovative solution for
testing general decision-making policies, presenting a uni-
versal and efficient adaptive testing framework, LLMTester.
Unlike other methods, by harnessing the intelligence of LLMs,
LLMTester is capable of accounting for the specific charac-
teristics of the environment under test, while also flexibly
integrating human expertise and testing feedback. An efficient
pipeline, incorporating a carefully designed prompt template,
is developed to generate critical testing scenarios through
environment-specific searches. Recognizing the inherent lim-
itations of LLMs in making fine-grained adjustments, we
propose a multi-scale generation strategy that further improves
testing efficiency to overcome this challenge. Our extensive ex-
perimental results demonstrate that the proposed method out-
performs baseline approaches by identifying a greater number
of failure cases while maintaining diversity in the generated
scenarios. Furthermore, we show that our method effectively
mitigates the limitations of LLMs, exhibiting significant ro-
bustness and considerable promise for future advancements.

Future work will involve refining the existing framework
to facilitate a more automated testing process and better
leverage the capabilities of the underlying LLM. Furthermore,
exploring more effective evaluation methods for assessing the
potential of testing scenarios will also be a focus.
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